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Learning Objectives

• Inform you about newest technologies being utilized by 
defendants and how that may impact guideline 
calculations

• Areas of focus will be:
• Dark Web
• Bitcoin
• Hacking
• Phishing
• Malware



Who is in the Audience?

A. Circuit Staff Attorney
B. CJA Panel Attorney/Private 

Defense Attorney
C. Federal Public Defender
D. Judge
E. Law Clerk
F. U.S. Probation Officer
G. U.S. Attorney
H. Other



Years of Experience with Federal Sentencing?

A. Less than 2 years
B. 2 to 5 years
C. 5 to 10 years
D. More than 10 years



Having a Difficult Time Keeping Pace with Technology?

Ransomware?

This Attachment 
Seems Harmless…. 

Oh No….
What is The Onion 

Router?

What is Bitcoin? 
What is a 

Cryptocurrency?



Cybercrime Cases –
What is your comfort level?

A. Excellent – I can teach this 
course myself

B. Passable – With help from 
Google maybe...

C. Poor – Google can’t even help
D. SOS – Teach me! 



Loss
Sophisticated Means
Money Laundering
Tax Evasion

What is Bitcoin?
Cryptocurrencies



Worldwide
Bitcoin Seizures

October 2013 
to 

October 2018



How are criminals 
using Bitcoin?
The dark web



• An Iranian national executed a “WannaCry” Ransomware Attack on a 
hospital, demanding $20,000 in Bitcoin. 

• The hospital’s computing system was encrypted and inaccessible for a six 
hour period while a cybersecurity firm was retained to conduct a 
network assessment – the Hospital ultimately agreed to pay the $20,000 
in Bitcoin.

• Due to the network outage, the Hospital lost $500,000 in revenue and 
later incurred additional costs to participate in the investigation and 
prosecution of the Iranian national.

Ransomware Scenario



What costs will be excluded in your loss analysis?

A. The costs of retaining a 
Cybersecurity Firm and the 
$20,000 Bitcoin Ransom

B. The $500,000 in lost revenue 
incurred as a direct result of 
the Ransomware Attack

C. The costs of participating in the 
FBI Investigation and Testifying 
at Sentencing



• $6,014 in lost business productivity and costs -
permitted

• $2,700 in victims’ travel costs for meetings with the 
FBI and $1,400 in costs for victims testifying at 
sentencing hearing – not permitted.

U.S. v. Schuster 467 F.3d 614 (7th Cir. 2006)



The ransomware attack occurred on November 25, 2018. 
The victim paid 25 Bitcoin to the attacker. On this date, 
Bitcoin was valued at $3,850.19 
At sentencing on July 10, 2019, Bitcoin had increased 
significantly and was now valued at $13,057.90

https://www.coinbase.com/
https://www.coindesk.com/

Bitcoin Scenario 1

https://www.coinbase.com/
https://www.coindesk.com/


What is the loss amount for the Bitcoin payment?

A. $96,250 – the value of the 
Bitcoin at the time of the 
offense

B. $47,000 – The average value of 
Bitcoin between the time of 
the offense and sentencing 

C. $326,425 – the value of Bitcoin 
at sentencing

D. I don’t know



The ransomware attack occurred on December 20, 2017. 
The victim paid 25 Bitcoin to the attacker. On this date, 
Bitcoin was valued at $16,334.52 
At sentencing on June 6, 2019, Bitcoin had decreased 
significantly and was now valued at $7,939.24

Bitcoin Scenario 2



What is the loss amount for the Bitcoin payment?

A. $408,363 – the value of the 
Bitcoin at the time of the 
offense

B. $245,000 – The average value 
of Bitcoin between the time of 
the offense and sentencing 

C. $198,481 – the value of Bitcoin 
at sentencing

D. I don’t know



Bitcoin raised – 50,000
Bitcoin returned to investors – 45,000
Bitcoin loss – 5,000
Average value of Bitcoin during the 

Instant Offense - $5,345
Approximate loss in dollars –

5,000 x $5,345 = $26,725,000

Bitcoin Ponzi Scheme  
Calculating Loss – One Option



• Money Laundering §2S1.3 (a)(2) – it is the value of the funds 
(not loss per se, but you are using §2B1.1 loss table)

• Tax Evasion – is Bitcoin income or something has to be 
reported 

• Per IRS - Wages paid in virtual currency are subject to withholding 
to the same extent as dollar wages.

Bitcoin
Guideline Implications



TOR – it’s how you get there
CP – buy/sell w/bitcoin
Sophisticated Means – fraud and tax
Drugs – dealing on dark web SOC
Firearms and ID’s
Special Skill

What is the Dark Web?
What happens there?



What is the Dark Web? 



It anonymizes 
your internet 

traffic



Going on the dark web or using TOR is illegal

A. True
B. False



Every case that involves the dark web also 
involves sophisticated means.

A. True
B. False



What is the most common item bought on the 
dark web?

A. Guns
B. Drugs
C. Credit Card Numbers
D. Child Porn
E. Ricin



Loss – Restitution
Sophisticated Means
Special Skill

What is the Hacking, Phishing, and Malware?
How does it affect the Guidelines?



What do all of these 
have in common?



Actual loss includes:
• Any reasonable cost to any victim, including the cost of 

responding to an offense, and conducting a damage 
assessment, 

• Cost to restoring the data, program, system, or 
information to its condition prior to the offense, and 

• Any revenue lost, cost incurred, or other damages 
incurred because of interruption of service.

Application of Loss in Data Breach Cases
USSG §2B1.1, App. Note 3(A)(v)(III)





• March 22, 2018 – May 
31, 2018

• Water or sewer bills
• Court fines/tickets
• Business licenses
• City counsel 

correspondence

• Also CO, IN, NM, etc.
• Healthcare companies
• Educational institutions
• Government entities



Baltimore 
Ransomware

May 7, 2019

Hacker ransom - 13 bitcoin ~ $100,000

Paid out thus far - $18 million!



• June 2019 – Lake City, FL paid 42 bitcoins ($500,000)
• April 2019 – Cleveland Hopkins Airport – fixed on their own
• April 2019 – August, Maine – froze city’s entire network
• April 2019 – Hackers stole $498,000 from Tallahassee, FL 

payroll system
• March 2019 – Riviera City, FL – paid 65 bitcoins ($600,000)
• March 2019 – Jackson County, GA paid $400,000 to 

cybercriminals who shut down their computer 
systems

Ransomware Attacks on US Cities
Just in 2019 so far…



Take less than 
10 minutes to 
orchestrate





Phishing and SMS Phishing Attacks



What is truly new and cutting edge…

• Doxing –
• what can I find out?

• Jackpotting –
• Free cash

• New Dark Web –
• Selling doctor’s identities to help orchestrate 

insurance fraud or get prescription medication
• DDoS Services for Attacks –

• paying for services



Usernames
E-mail

Full Name
City

Zip/Postal
State/Province

Country
IP Address

ISP
Home Address

Phone Numbers
Social Networks

Other

What are they looking for?
Personal Information



Doxing - Short for dropping documents

Hackers can access your 
personal information in 
various places online



Jackpotting 
Why and 

How?

• A huge percentage 
of ATMs still run on 
Windows XP

• Thousands of 
vulnerabilities



New Dark Web Information 
• Selling doctor’s 

identities 
• helping to 

orchestrate 
insurance fraud or 

• get prescription 
medication 
(Opiates)



• Almost $1 million in 
losses to numerous 
victims

• Sophisticated?

DDoS Attacks
A DDoS attack is a malicious attempt to disable or interrupt service to a 
computer or website, usually by causing large amounts of Internet traffic 
to be directed to the computer or website.



Operation 
Hackerazzi



www.ussc.gov HelpLine (202) 502-4545

@theusscgov training@ussc.gov

“Questions or Comments?”

#USSCSeminar19
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