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Who’s in the audience?

A. Circuit Staff Attorney
B. CJA Panel Attorney/      

Private Defense Attorney
C. Federal Public Defender
D. Judge
E. Law Clerk
F. U.S. Probation Officer
G. U.S. Attorney
H. Other



Years of experience with federal 
sentencing?

A. Less than 2 years
B. 2 to 5 years
C. 5 to 10 years
D. More than 10 years



5Data Breach Prosecutions -2016 & 2017



6Data Breach Cases Prosecutions 2016-2017
Convictions under 18 USC § 1030 & Sentenced under §2B1.1
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7Most Common Chapter 2 SOC’s
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8Chapter 3 Adjustments for 18 U.S.C § 1030 cases

Chapter 3 Adjustment Percent Applied in 18 
U.S.C. § 1030 cases

For All Cases in 2017

Abuse of Position of Trust or Use of a 
Special Skill

26.6% 2.4%

Aggravating Role 7.4% 4.7%

Mitigating Role 0.0% 8.2%

Obstructing or Impeding the 
Administration of Justice

5.3% 2.1%

Acceptance of Responsibility 90.4% 95.8%
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What is Bitcoin? 
What is a Cryptocurrency? This case involves what? 

The Onion Router?

Ransomware?

This Attachment 
Seems Harmless…. 

Oh No….

Having a Difficult Time Keeping Pace with Technology?



Cybercrime Cases –
What is Your Comfort Level?
A. Excellent – I have a Cutting 

Edge Knowledge of Trends 
and Technology.

B. Passable – First Step to 
Learning is one Google Search 
Away.

C. Poor – It is difficult and 
Overwhelming to Keep Up.

D. SOS – I need help! 



What is Bitcoin?

A. It’s like PayPal right?
B. Nothing more than a cool fad 

for millennials
C. Internet checking
D. Shiny gold colored coins
E. None of the above



12When did these cases start dropping?



13Ross Ulbricht
Silk Road - Life sentence related to underlying 
offenses facilitated through Silk Road – Drugs –
Computer Hacking – Money Laundering –
Fraudulent ID Documents





Tor –
The 

Onion 
Router
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Phishing 
Attack

April 7, 2018
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www.ussc.gov (202) 502-4545 @theusscgov pubaffairs@ussc.gov

20Thank you! – Questions?
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