Forensics Involves
1. Seizure and acquisition of digital media

2. Creation and authentication of image copies
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Forensics Involves

3. Analysis of image copies to determine
— Who, What, When, Where, How & Why

What
technologie
did
They
use?

How did it
get here?

When did it happen?




Examples of Knowledge

Who is using the computer?
Web activity includes:

email, online banking, work, hobbies, interests




Knowledge: Thumbs.db

* Display contents of folder in thumbnails view
 Thumbnails are stored on computer

irh 100CANON

File Edit View Favorites Tools Help

| @Back > }? /j ) Search || Folders v
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Knowledge: Windows Registry

Stores configuration information about user
activity on he computer

url16 R.EG_SZ htto
urll7 | REGFSZ  www.mydreamlolitas biz

urll8 RRYG SZ | http/fwww mydreamlolitas. bizf




Knowledge: Link Files

A Link file is evidence that a video was viewed
by computer user

Link File Parser

Recent File Ac ivity\Link File Parser

Link File Pz S

The following hits, a. *ail information extracted from the internal structure of a 'LNK' (link File)
recent

Link File: -Recent Files\recent\Recent\ (Hussyfan) (Pthc) (rlygold
) (babyshivid) Two Asian Kids #0l12.parcial.avi[77340].1lnk

Link Fil ; 2 0

Link Fil i y 350

File F1l S: HASITEMID | ; ( )ER | EASRELATIVEPATH | HASWORKINGDIRECTO
RY

File Attributes: ARCHIVE

ShowWindow Va 3 SW_NORMAL

Created Date: 03/05/05 07:4

Last Written Date: 03/05/05 07:

Last Accesssd > 03/05/05 08:
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Where Did it Come From?

Internet Technologies
* Web Browsing
 Email



Enhanced Offender Experience Based on
Communication, Socialization and
Technological Facilitation

Social
Networking
Sites, IRC

2" TIER
One to One

Giga Tribe,
Instant Messaging
Newsgroups, Email

BASE TIER
Individual Experience

Commercial Web Sites,
Peer to Peer

Elevation Factors:

established online identity
technical sophistication
anonymity and security
communication with others
desire for specific material
use of multiple technologies

involvement in community,

normalization, encouragement




Tier 1: Singular Experience

¥) Lovely Nymphets - Mozilla Firefox

* Commercial Web Sites Ericamines
* Peer to Peer
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Tier 2: One to One Experience

e Email

I ""'sr.t HOtmall ; ] Today | Mail | Calendar | Contacts

goldnoldy@botmail, com

* Instant Messaging
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Tier 3: Groups
(Rules and Security)

RULES

1. This forum is for nudes and non nude pictures, galleries, and videos of
children, between the ages of 0-17, both female and males. That means, 1
don’t want to see no older then 17 on this board, if I do, I will delete that
post. So, no grannies!!!

'1 3. For your safety and the safety of this board, please turn off your Java
and Java scripts from your browsers. This will stop the forum from
tracking your IP address, or from any officer from finding this site if your
computer every winds up in there hands.

4. Please use a tor and proxy service, for your protection as well.
Information is in the security section on a tor and proxy service provider.

5. Now, this is going to be the hardest for the members to follow, but for
the safety of you, the board, and the members, use a NON Java/lava

script uploader to upload your images. Information on some good NON
Java/lava script uploaders are in the technical section of this forum.



Tier 3: Groups

(Organized Member Hierarchy)
e Growp Mangemen

User Group Management

Root Admin { ROOT)

<
<
w

Group Title Can Access ACP Is Super Mod Members
Administrators v v 3
Banned b 4 < 1 I}
Global Moderator b4 v 5
Guests b4 X 0
Master VIP B - 92
Members X X 208

Trusted Members b 4 b 4 225




Tier 3: Group
(Exclusive Content)

VIP Videos
l SO Mack bush, NO BTG TSes, haok you

Super Hardcore

Super Hardcore, Is babyshi, baby-he etc..
Its not k-giri, its not 'real lolita vol3 .

Its very young kids, getting - and preteens in distress, and or crying, etc...
Getting hit hard on the mm. with a beit and so on..

I cant believe some of you guys cant work it out for yourselves?

And ‘pretend’ bondage, 'pretend light whipping' is not super hardcore.

If the girl lcoks totally comfortable, shes not in distress, it does NOT belong in this sectiongg




