
Forensics Involves 
1. Seizure and acquisition of digital media 

2. Creation and authentication of image copies 



Forensics Involves 

3. Analysis of image copies to determine 

– Who, What, When, Where, How & Why 

When did it happen? 
How did it 

get here? 

What 

technologies 

did  

They 

 use? 

Where 

did  

it  

come 

from? 

Who did it? 



Examples of Knowledge 

Who is using the computer? 

Web activity includes: 

 email, online banking, work, hobbies, interests 

 



Knowledge: Thumbs.db 

• Display contents of folder in thumbnails view 

• Thumbnails are stored on computer 



Knowledge: Windows Registry 

Stores configuration information about user 
activity on he computer 



Knowledge: Link Files 

A Link file is evidence that a video was viewed 
by computer user 



Identity: How is Collection Organized? 



Where Did it Come From? 

Internet Technologies 

• Web Browsing 

• Email 

 



  
Forums, 
Social 

Networking 
Sites, IRC 

Giga  Tribe, 
Instant Messaging 

Newsgroups, Email 

Commercial  Web Sites, 
Peer to Peer  

Elevation Factors : 

• established online identity 

• technical sophistication 

• anonymity and security 

• communication with others 

• desire for specific material 

• use  of multiple  technologies 

• involvement  in community,      
normalization , encouragement 

2 nd TIER  
One to One 

BASE TIER  
Individual Experience 

3 rd TIER 

Enhanced Offender Experience Based on   
Communication, Socialization and  

Technological Facilitation 

Group 



Tier 1: Singular Experience 

• Commercial Web Sites 

• Peer to Peer 



Tier 2: One to One Experience 

• Email 

• Instant Messaging 



Tier 3: Groups 
 (Rules and Security) 



Tier 3:  Groups 
(Organized Member Hierarchy) 

 



Tier 3: Group 
(Exclusive Content) 


