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whether Yahoo! actually lost any sales or advertising contracts as a result. Yet, some
analysts estimated that Yahoo!’s loss would add up to millions of dollars. Jennifer Mack,
FBI Talks With Yahoo! About Attack, ZDNet News, Feb. 7, 2000, at
http://zdnet.com.com/2100-11-518359.html?legacy=zdnn. The resulting losses in
revenue and market capitalization sustained by five popular websites targeted by the Feb.
2000 denial-of-service attacks allegedly totaled $1.2 billion. Matt G. Nelson, Report Says
Web Hacks to Cost $1.2B, InformationWeek, Feb.11, 2000, at
http://www.techweb.com/wire/story/TWB20000214S0006. The attack was perpetrated
by a Canadian juvenile who never gained unauthorized access to Yahoo! machines or
harmed data on the victim systems. Yet sentencing according to these loss estimates
would have resulted in the maximum punishment possible under the law.

Similarly, the mi2g consultancy firm estimated that January 2004’s “mydoom”
virus cost businesses $38.5 billon. In comparison, the National Climatic Data Center
estimates that 2003’s hurricane Isabel cost only $4 billion.
http://lwf.ncde.noaa.gov/img/reports/billion/disasters-since-1980.jpg

Of course, loss can be difficult to estimate in any economic crime cases.
However, this is a serious problem in section 1037 cases because loss is defined by the
victim’s conduct rather than by the offender’s conduct and commonly involves the
valuation of intangibles like employee productivity. As a result, the loose measures of
loss undermine uniformity in sentencing. It also means that loss can be a distorted, or
even wholly inaccurate, reflection of the defendant’s culpability.

We believe that the proposed guidelines for section 1037 would be unworkable.
To insure proportionate and just sentencing, the Commission would have to draft a new
guideline for this offense, taking the above concerns into consideration.

II. MANY OF THE PROPOSED SENTENCE ADJUSTMENTS
EFFECTIVELY RAISE THE BASELINE OFFENSE LEVEL OR
DUPLICATE EXISTING ADJUSTMENTS ADDRESSING THE SAME
AGGRAVATING FACTORS.

A. The proposed victim and mass marketing enhancement provisions
effectively increase the base offense level of section 1037 violations and
therefore over-punish the offense.

Unsolicited commercial e-mail clearly produces more harm if sent to more users.
Application of the enhancement at §2B1.1(b)(2)(A)(I), however, does not merely
distinguish and more severely punish high-volume spamming, but rather increases the
base offense level by two for any and every violation. All spam is sent to 10 or more
recipients, and thus all violations would have 10 or more victims. As a result, the base
offense level becomes 8 — higher than crimes involving stolen property or property
damage — and disproportionate to the violation.
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The mass marketing adjustment at §2B1.1(b)(2)(A)(ii) is similarly duplicative.
As above, application of this adjustment merely increases the base offense level by 2.
CAN SPAM by definition punishes mass marketing. The statute criminalizes certain
transmissions of “multiple commercial electronic mail messages,” and therefore
addresses the “plan[s], program[s], promotion[s} or campaign[s] to induce a large number
of persons to purchase goods or services ...” that the factor targets.

A properly calibrated guideline could better serve the aim of distinguishing severe
spamming from milder forms. Recent spamming litigation provides a guide to scaling
multiple victim adjustments. In a recent case, AOL won a suit against National Health
Care Discount for sending an estimated 126 million unsolicited e-mails to AOL users
over a 30-month period. (The court found that NHCD had sent 150 million additional e-
mails to non-AOL subscribers over the same period.) America Online v. Nat’l Heath
Care Discount, 174 F. Supp. 2d 890 (N.D. Iowa 2001). In another case, Earthlink
successfully sued an individual that had sent 1 million spam messages per day from 343
stolen accounts, with an average life span of 2.5 days per account, for a total of 857.7
million unsolicited commercial e-mails. Earthlink v. Carmack, Civ. Action File. No. 1:02-
CV-3041-TWT (N.D. Ga. 2003). As alternative reference points, services that mail
spam messages regularly set rates by each million mailed and commercial vendors such
as Data Resource sell lists containing 85 million e-mail addresses. See David Steitfield,
Opening Pandora’s In-Box, L.A. Times, May 11, 2003, at 1. A fairer guideline would
increase the offense level only if the number of illegal messages sent is in the many, many
millions.

Importantly, though a sentence enhancement based on the number of victims risks
duplicating the economic loss enhancements at §2B1.1(b)(1), it may represent a fairer
measure of culpability than an economic loss adjustment based on the valuation of
intangibles. Pecuniary harm will rise in proportion to the number of victims. An
economic loss adjustment, however, would result in unpredictable sentencing because of
the estimation difficulties identified above. An appropriate multiple victim adjustment
would be more readily measured, more consistent and therefore more just.

B. A sophisticated means enhancement may be appropriate if the level of
sophistication triggering the factor is set appropriately high.

An upward adjustment for the use of “sophisticated means” may deter section
1037 violations that are particularly difficult to trace. This, in turn, may help promote the
economy of law enforcement resources. The guidelines should be careful, however, to set
the level of sophistication deserving of sentence adjustment at an appropriately high level.
All CAN-SPAM violations will inherently involve a level of computer sophistication
beyond the level of the average person. The guidelines should discourage higher
sentences when the means employed are those required to conduct the anonymous mass
distribution of e-mail.
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C. An “improper means” enhancement increases the base offense level while
punishing behavior not clearly deserving of more severe sentencing.

This enhancement would effectively raise the base offense level for 1037
violations, as most violators will obtain e-mail addresses using the methods identified.
The only other source for email addresses would be commercial email list vendors. There
is little guarantee that the list vendors themselves did not obtain their e-mail lists through
harvesting, trickery or outright fraud and driving spammers to use commercially available
e-mail lists may have the unintended effect of making these commercial vendors more
economically viable. Second, it is unclear whether certain forms of e-mail address
harvesting are indeed improper. A harvester simple collects publicly available e-mail
addresses in the same way a conventional mass mailer might stroll down a residential
street to collect mailing addresses. The commentators do not believe that a violator is
more culpable for having collected published email addresses from web pages than for
having purchased a list from another party. There is no compelling reason to treat
addresses available on public websites or message boards differently from commercial
email lists or the collection of publicly observable residential addresses.

D. Sentencing under section 5(d)(1) of the Act for the transmission of
sexually oriented materials should not be referenced to guidelines for
child pornography or obscenity because sexually oriented materials that
are not child pornography or obscenity are protected by the First
Amendment. Additionally, the Commission should be wary of
duplicating existing enhancements under the sentencing guidelines for the
underlying offense.

Child pornography and obscenity are only a fraction of sexually oriented
materials. Most “sexually oriented materials” under section 5(d)(1) of the CAN SPAM
Act are First Amendment protected, completely legitimate to possess and distribute, and
may have socially beneficial purposes. The Commission absolutely should not sentence
mislabeling these free speech materials in the same manner as distributing illegal child
pornography or obscenity.

In the rare cases where someone violates section 5(d)(1) by transmitting these
illegal materials by spam, and only in these cases, the Commission should reference the
guidelines applicable to those underlying offenses.

In doing so, the Commission can rest assured that the current guideline scheme
adequately punishes any extra harm for the volume of illicit materials transmitted by
spam. For example, child pornography crimes, which are punishable under 18 U.S.C.
2252, are referenced to guidelines 2G2.2 and 2G2.4. Guideline 2G2.2 provides for
upward adjustments whenever a violator uses a computer to transmit, receive, distribute
or advertise the illegal material. U.S.S.G. 2G2.2(5). The guideline increases the offense
level in proportion to the number of illicit images involved. U.S.S.G. 2G2.2(6)(A)-(D).
Guideline 2G2.4 contains similar provisions based on the number of illegal media
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III. CONCLUSION

Dated: March 1, 2004

possessed (U.S.S.G. 2G2.4(2)); whether possession occurred on a computer (U.S.S.G.
2G2.4(3)); and on the number of images (U.S.S.G. 2G2.4(5)(A)-(D)). Additionally, the
sexual exploitation of children, punishable under 18 U.S.C. 2261, references guidelines
that recommend duplicative adjustments. See e.g. U.S.S.G. 2G2.2. As in the child
pornography crimes, the applicable guideline calls for an increased offense level based on
the number of images, which effectively duplicates the upward adjustments of
2B1.1(b)(2)(A)-(B). Therefore, to the extent that a defendant violates section 5(d)(1) of
the act by transmitting child pornography or obscenity, existing guidelines cover such
conduct adequately without need for additional enhancements.

We encourage the Commission to act carefully in formulating appropriate sentencing
for violations of the CAN-SPAM Act. Such violations do not inflict nearly the same
level of harm, involve the same degree of privacy invasion, or constitute the same
seriousness of fraud as do other criminal offenses referenced to the guidelines suggested
in the Commission’s Request for Comment. We therefore urge the Commission to
develop new guidelines in light of the concerns above. The current proposal, as we see it,
is fraught with duplicative and overly severe treatment of the offense. A fairer proposal
must give adequate consideration to the unique nature of this new crime.

Respectfully Submitted,

By:

Jennifer Stisa Granick, California Bar No. 168423
Center for Internet and Society

Cyberlaw Clinic

559 Nathan Abbott Way

Stanford, CA 94305-8610

Tel. (650) 724-0014

Counsel for Commentators

Carmen D. Hernandez, Co-Chair

Sentencing Guidelines Committee

National Association of Criminal Defense Lawyers
One Columbus Circle, N.E.

Suite G-430

Washington, D.C. 20544

Lee Tien, Senior Staff Attorney
Electronic Frontier Foundation
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Washington Legal Foundation
2009 Massachusetts Ave., N.-W.
Washington, D.C. 20036
(202) 588-0302

March 15, 2004

United States Sentencing Commission
One Columbus Circle, N.E.

Suite 2-500

Washington, D.C. 20002

Attn: Public Affairs

Re:  Comments on Proposed Amendment 2 to Sentencing Guidelines: Effective
Compliance Programs in Chapter Eight. 68 Fed. Reg. 75340, 75354 (Dec. 30, 2003)

Dear Commissioners:

The Washington Legal Foundation (WLF) hereby submits these comments to the U.S. Sentencing
Commission on Proposed Amendment 2 to the Sentencing Guidelines: Effective Compliance Programs in
Chapter Eight. 68 Fed. Reg. 75354. In brief, WLF objects to the expansion of the definition of an
effective compliance program for a business to include a program that detects and prevents non-criminal
violations of laws and regulations. At the same time, WLF favors greater flexibility in the guidelines with
respect to reducing an organization's culpability score. Finally, in response to the Commission's request
for public comment on "any other aspect of the sentencing guidelines, policy statements, and
commentary," id. at 75340, WLF reiterates its prior request to the Commission that it should review and
amend its sentencing guidelines under Part 2Q with respect to environmental violations because of the
unduly excessive prison sentences that have been meted out to first offenders for minor regulatory
infractions.

Interests of WLF

WLF is a national non-profit public interest law and policy center based in Washington, D.C.,
with supporters nationwide. WLF has a longstanding interest in the work of the Sentencing Commission
and the appropriate sentences that should be established for various categories of offenses.

Since the Commission's formation over 17 years ago, WLF has submitted written comments and
has testified before the Commission on several occasions regarding various substantive issues. WLF has
supported strict sentences for certain violent malum in se crimes, and more lenient sentences for others,
particularly malum prohibitum violations, such as minor environmental regulatory infractions. For minor
regulatory offenses, the underlying conduct is subject to myriad and often confusing rules and regulations,
and would be better remedied by administrative and civil enforcement rather than by the heavy hand of
criminal prosecution.

WLF has also litigated cases raising corporate criminal liability issues, particularly the growing
and disturbing trend by the Justice Department to prosecute corporate employees and officers under the
so-called "responsible corporate officer” doctrine that impermissibly allows the mens rea requirement to
be diluted or ignored altogether. See Hansen v. United States, 262 F.3d 1217 (11th Cir. 2001), cert.
denied, 535 U.S. 1111 (2002); United States v. Weitzenhoff, 35 F.3d 1275 (9th Cir. 1993), cert. denied,
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513 U.S. 1128 (1995); United States v. Ahmad, 101 F.3d 386 (5th Cir. 1996); United States v. Hanousek,
176 F.3d 1116 (9th Cir. 1999), cert. denied, 528 U.S. 1102 (2000). WLF has also argued in court briefs
and in communications to the Commission that prison sentences mandated by the guidelines for
environmental offenses are draconian, arbitrary, flawed, and the result of double-counting the offense
characteristics. Most recently, WLF represented three small U.S. seafood dealers, two of whom were
each sentenced under the guidelines as first offenders to a draconian 97 months in prison for importing
seafood in violation of the Lacey Act because the seafood was shipped in plastic bags instead of carboard
boxes. The Honduran seafood exporter also received a 97-month sentence. See McNab v. United States,
331 F.3d 1228 (11th Cir. 2003), cert. denied, 2004 U.S. LEXIS 1041; 72 U.S.L.W. 3535. See also Tony
Mavro, "Lawyers Seeing Red Over Lobster Case,"” LEGAL TIMES (Feb. 16, 2004) (copy attached hereto).

WLF has also urged the Commission and its advisory committees to operate in a transparent
manner when formulating Commission policy and guidelines with respect to corporate environmental
offenses, and has taken the Commission to task and to court for failing to do so. See Washington Legal
Foundation v. U.S. Sentencing Comm'n, 17 F.3d 1446 (D.C. Cir. 1993); Washington Legal Foundation v.
U.S. Sentencing Comm’n, 89 F.3d 897 (D.C. Cir. 1996).

More pertinently, WLF submitted comments to the Advisory Group on Organizational Guidelines
on May 20, 2002, outlining our general concerns about the organizational guidelines, and further noting
our concerns that the Advisory Group did not include any in-house counsel or other corporate officer with
first-hand experience with the operation of corporate compliance programs. Instead, the group consisted
of primarily those professionals who, although knowledgeable of compliance programs, may have a
different interest or perspective in evaluating such programs.

In addition, WLF's Legal Studies Division has published numerous studies, reports, and analyses
on corporate criminal liability and related issues. See, e.g., Joe D. Whitley, et al., The Case For
Reevaluating DOJ Policies On Prosecuting White Collar Crime (WLF Working Paper, May 2002);
George J. Terwilliger, III, Corporate Criminal Liability: A Handbook For Protection Against Statutory
Violations (WLF Monograph, 1998); William C. Hendricks, III and J. Sedwick Sollers, III, Corporate
Vicarious Criminal Liability (WLF Contemporary Legal Note, April 1993); Alan Yuspeh, Developing
Compliance Programs Under The U.S. Corporate Sentencing Guidelines (WLF Contemporary Legal
Note, July 1992); Irvin B. Nathan and Arthur N. Levine, Understanding And Complying With The U.S.
Corporate Sentencing Guidelines (Contemporary Legal Note, May 1992); Joseph R. Creighton, New
Corporate Sentencing Guidelines Are Vulnerable To Constitutional And Statutory Non-Compliance
Challenges (WLF Legal Backgrounder, March 6, 1992).

WLF Comments

1. Proposed Expansion of an Effective Compliance Program to Include "Violations of
Law" Beyond Criminal Conduct.

Under Chapter 8 of the Sentencing Guidelines, the range of a fine that may be imposed on an





