








3. Advertising or including an Internet domain with false registration information is a
common tool by which the spam kingpins who pay for spam to be sent out on their behalf evade
detection. Use of any of these means might result in an increase of 5 offense levels.

(g) Which adjustments should be considered directly pertinent to § 1037 offenses?

There are adjustments in Chapter 3 that could be pertinent to § 1037 offenses. These
include the vulnerable victim adjustment under § 3A1.1; the role in the offense aggravating and
mitigating adjustments under §§ 3B1.1 and 3B1.2; the abuse of trust or use of special skill
adjustment under § 3B1.3; and the obstruction or impeding the administration of justice
adjustment under § 3C1.1. Unless they are utilized as special offense characteristics in § 2B1.1,
these adjustments should be used to significantly increase offense levels (and, in the case of an
individual with a minor role in the offense, or a minor duped into spamming activity by a
sophisticated spammer, to decrease the levels). In order to ensure that the factors are used in
calculating penalties, it might be preferable to incorporate these adjustments as special offense
characteristics.

The vulnerable victim adjustment should apply, for example, where spammers
impersonate an innocent person in the course of the violation—e.g., by hacking into another
person’s account and sending spam, falsely placing that person’s email address in the “from” line
of spam emails, or using another person’s identification information in registering for an email
account, domain name or to obtain their Internet Protocol address space. Such tactics smear
another person’s name, can cause that other person to lose good will or to lose access to the
Internet, and even to receive death threats from outraged recipients of offensive spam.

(2) What are the appropriate guideline penalties for offenses other than 18 U.S,C. § 1037
(such as those specified by section 4(b)(2) of the CAN-SPAM Act of 2003, i.e., offenses
involving fraud, identity theft, obscenity, child pornography, and the sexual exploitation of
children) that may be facilitated by the sending of a large volume of unsolicited e-mail?

Specifically, should the Commission consider providing an additional enhancement for the
sending of a large volume of unsolicited email in any of the following: § 2B1.1 (covering
fraud generally and identity theft), the guidelines in Chapter Two, Part G, Subpart 2,
covering child pornography and the sexual exploitation of children, and the guidelines in
Chapter Two, Part G, Subpart 3, covering obscenity? Alternatively, should the
Commission amend existing enhancements, or the commentary pertaining thereto, in any
of these guidelines to ensure application of those enhancements for the sending of a large
volume of unsolicited email? For example, should the Commission amend the
enhancements, or the commentary pertaining to the enhancements, for the use of a
computer in the child pornography guidelines, §§ 2G2.1, 2G2.2, and 2G2.4, to ensure that
those enhancements apply to the sending of a large volume of unsolicited email?

As reflected earlier, violations of § 1037 that involve violations of other serious felony
statutes should trigger an enhancement of the § 1037 that makes the offense level comparable to
what it would have been if the sentencing guidelines for the other provisions would have been
used.
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(4) What types of penalties should be considered for violations by corporations?

Section 1037 does not provide specific fine provisions for corporations. If § 2B1.1 will
be utilized as the pertinent guideline, corporations will be sentenced under the provisions of §§
8C2.3-8C2.9 in the absence of other directives. If these provisions are utilized for calculating
organizational fines, it will be necessary to specify special offense characteristics for
organizations in § 2B1.1 that will increase fine levels to appropriate levels. For large corporate
violators, this will require that the total offense level would need to be set at levels of 20 or
higher.

In ICC members’ experience suing spammers, spamumers who engage in conduct that
violates § 1037 incorporate as part of a strategy of evading detection. There are usually few
employees, all of whom are principals in the act of sending spam. More sophisticated outlaw
spammers sometimes use corporate shells to transfer assets (e.g. e-mail lists) in the wake of civil
lawsuits. Some spammers also cycle through lots of corporate identities to avoid the effects of
recipient opt outs. Use of incorporation as a further form of falsification is very different than
questions of whether a legitimate corporate entity has complied with this provision of law. Use
of this falsification method should be treated as an enhancing factor, and should under no
circumstances entitle a defendant to lesser punishment.

The provisions of § 8C1.1 should be used in situations where an entity has been created
entirely or primarily for criminal purposes or to operate primarily by criminal means. Under §
8C1.1, when this occurs, the fine level is set at an amount that divests the entity of all of its net
assets.
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