Number of Intended Recipients
Of Illicit Email in a 12 Month Period"’ Increase in Level

250,000 or less no increase

More than 250,000 add 3

More than 1,000,000 add 6

More than 10,000,000 add 9

More than 100,000,000 add 12

More than 1,000,000,000 add 15

We believe a base offense level of four plus this volume table adequately distinguishes
egregious and minor violations.'* A sender targeting a billion recipients will receive the
statutory maximum of three years, while a low-volume sender is treated more leniently.

Our proposal assumes simple § 1037 violations, i.e., the violations were not themselves
conducted in furtherance of a scheme to defraud, distribute unlawful pornography, or commit
any other crime. For aggravated spam violations, we believe that sentencing courts could and
should take the linked offenses into account at sentencing as relevant conduct under the
appropriate guidelines.

I11. Conclusion

The guideline applicable to spam violations should be simple for courts to apply, but
should also provide for meaningful distinctions among spam violators in at least rough
proportion to the harm they have caused. We do not believe any guideline referencing the fraud
loss table does that. Therefore, we believe that the Commission should develop a separate
guideline for § 1037 violations that uses a volume table based on the number of intended
recipients.

Respectfully submitted,

Professor Mﬂ?&ln\

Professor Michael O’Hear
Assistant Professor of Law Assistant Professor of Law

' A relevant time period should be defined for purposes of this table. We follow the statute’s use, in a slightly
different context, of an annual aggregation of MCEMM during the highest volume one-year period. See 18 U.S.C. §
1037(b}2)(C).

' There is, of course, nothing scientific about the cut-off points. They are intended to achieve meaningful
differentiation at sentencing between the dabbler in spam, the professional, and the truly big-time player. The
volume table is also intended to ensure that the full-range of statutorily available penalties (zero to three years in
most cases) is, in fact, used, thus recognizing Congress’s implicit belief that there are real differences in culpability
among different spam violators. Wide ranges reduce the likelihood that a defendant will find himself or herself
standing on (or falling off) a “cliff,” i.e., just above or below a cut-off point. Still, there is admittedly some
inevitable arbitrariness when cut-off points are defined. Thus, the fact that a given defendant’s volume happens to
be at the very top (or very bottom) of a range might, in conjunction with other factors, be made a basis for upward
(or downward) departure in exceptional cases.




LAaw ScHoOOL

MARQUETTE

UNIVERSITY

March 11, 2004

United States Sentencing Commission
One Columbus Circle, NE

Suite 2-500

Washington, DC 20002-8002

Attn: Public Affairs

Re: Implementation of CAN-SPAM Act of 2003
Dear Sir/Madam:

We are responding to the request for comments regarding implementation of the CAN-
SPAM Act of 2003 (69 Fed. Reg. 2169). We are law professors at Marquette University Law
School.! Professor O’Hear teaches and writes in the field of federal sentencing. Professor
Goldman teaches and writes in the field of Internet law.

We are troubled by the possibility that criminal spam violations might be referenced to
the existing fraud guideline. In particulat, we believe that spam violations” should not be
sentenced by reference to the loss table for economic crimes. In the interests of just punishment
and administrability, we instead urge the Commission to develop a new, simple, spam-specific
guideline.

I. CAN-SPAM Violators Should Not Be Sentenced by Reference to the Fraud
Guideline.

Fraud and other economic crimes are sentenced based principally on the amount of the
loss intended or caused, according to the “loss table” set forth in U.S.S.G. § 2B1.1(b)(1). We
have three principal concerns about tying CAN-SPAM violations to the loss table: (1) spam-
caused losses are not appropriately analogized to losses from traditional economic crimes, (2) it
would be difficult to accurately and fairly calculate spam-caused losses, and (3) loss table
calculations would push most defendants towards the statutory maximum sentence, failing to
adequately distinguish between defendants.

(D) Spam Violations Are Not Zero-Sum Crimes Like Economic Crimes.

A traditional economic crime is zero-sum: the defendant benefits at the direct expense of
the victim. For example, in an embezzlement case, the defendant takes money from the victim

! The views expressed herein are our own and should not be attributed to Marquette University or Marquette
University Law School.
. By “spam violations,” we refer to criminal violations of new 18 U.S.C. § 1037.
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for the defendant’s benefit. Every penny gained by the defendant comes directly at the victim’s
expense. In contrast, spam violations are not zero-sum. In fact, the defendant may not gain
anything, and the victim may not suffer a loss (or may even derive a benefit).

Specifically, § 1037(a)(2)-(5) criminalizes sending multiple commercial electronic mail
messages (“MCEMM?”) using techniques that make it harder to find the sender or the email’s
source (“obscuring techniques”). However, a sender does not inherently derive any value from
using obscuring techniques, nor is benefit to the sender an element of the crime. Likewise,
obscuring techniques do not inherently deprive a victim of value. To be sure, obscuring
techniques might frustrate efforts by recipients or Internet service providers to block the emails,
but circumvention of blocking attempts is not an element of the crime, either.

Indeed, in some cases, some “victims” could benefit from MCEMM, irrespective of
whether they were sent using obscuring techniques. For example, some service providers charge
customers based on the volume of data they receive, in which case the service providers
financially benefit from the higher volume. Moreover, some individual recipients find MCEMM
helpful and valuable. Indeed, there would be no such thing as MCEMM if some percentage of
recipients did not respond favorably to some of the email offers they receive.

Section 1037(a)(1) differs from the subsections criminalizing the use of obscuring
techniques; the offense is instead premised on unauthorized use of a service provider’s computer
resources. Nevertheless, even this subsection does not require any sender benefit or victim
detriment as an element of the crime. Even unauthorized use of resources does not necessarily
cause harm if the service provider’s computer had unused capacity at the time of the sender’s
campaign.

Thus, unlike traditional economic crimes, spam violations do not require a sender’s gain
at a victim’s expense. No unwitting victim sends a check to the sender. No cash drawer comes
up short. The victims may never know that they have suffered a “loss.” Some “victims” may
derive a benefit from the email. Thus, economic crimes predicated on a zero-sum calculus do
not provide a proper analogy.

(2) Difficulty Computing Spam-Attributable Losses Will Lead to
Considerable Administrative Costs.

We agree with Judge Jon O. Newman’s general critique® of the loss table: a table with
sixteen different categories — and significant sentencing consequences in moving from one
category to another — encourages considerable litigation over the meaning and measurement of
“loss.” This imposes needless burden on the court system. In theory, incremental loss should
indeed produce incremental punishment, but the loss table carries this principle to an
unwarranted extreme. In practice, the amount of loss shown at sentencing may depend on the
diligence of the particular investigator working the case, random chance, and other variables
having nothing to do with the defendant’s actual culpability.

? See Jon O. Newman, Towards Guidelines Simplification, 13 FED. SENT. R. 56 (2000).



The loss table’s general weaknesses are magnified in the context of spam violations. As
discussed above, injury (or even intent to injure) is not an intrinsic element of the offense. Thus,
in some cases, spam violations may be truly victimless crimes.

Even where a colorable theory of loss can be advanced, connecting that loss to a
particular sender’s email may be difficult. Prosecutors and judges may be tempted to count as
losses a service provider’s “fixed costs,” like a pro rata share of network operating costs, the
amounts paid to third party vendors who attempt to block unwanted email, or the costs of
employees on staff to remediate email campaigns. However, none of these costs are properly
attributable to a particular defendant, as the service provider will incur these fixed costs no
matter what any particular sender does.

It may be possible to link the sender’s email with variable losses directly attributable to
the email. Such losses might arise, for instance, if the defendant’s email causes a service
provider’s network to go down, or requires a service provider’s employees to work overtime to
remediate a system problem. However, only a small percentage of email campaigns will cause
these variable losses; hence, such losses may or may not be reasonably foreseeable to the
defendant. In any event, collecting and presenting technical evidence of this nature will be a
costly endeavor for prosecutors, victims and the court system.

Prosecutors and judges may also be tempted to consider an email recipient’s lost time and
annoyance, but these “harms” are not obviously cognizable under the fraud guidelines, which, by
their own terms, are limited to “pecuniary losses.” To be sure, a business victim might claim lost
employee productivity from each individyal recipient as a pecuniary loss, but determining such
losses would create difficult assessments about the number of recipients who actually saw the
email in their in-boxes and imprecise judgments about how much time was spent and how to
cost-account for that time. Already, experts do not agree on how to calculate these economic
costs,* and some courts have rejected lost employee productivity entirely as a cognizable loss
from spam.’

Meanwhile, under the loss table, defendants are entitled to a credit for the fair market
value of property returned and services rendered to victims before the offense was detected.® As
discussed earlier, some recipients may find MCEMM valuable and take advantage of some of the
offers they receive. Thus, so long as a defendant’s email offered legitimate goods or services,
the sentencing court might confront legally and factually complicated questions as to how to
credit the defendant for goods and services provided to “victims.”

Finally, courts might also confront difficult questions in determining how to apply the
mass-marketing enhancement. The amount of the enhancement depends on the number of
“victims.”” “Victim,” in turn, is anyone who has suffered an “actual loss” for purposes of the

* See, e.g., Saul Hansell, Diverging Estimates of the Cost of Spam, N.Y. TIMES, July 28, 2003, at C1.

> See Intel Corp. v. Hamidi, 30 Cal. 4th 1342 (2003). The Hamidi case considered this issue in the context of a
common law trespass to chattels claim.

® USSG § 2B1.1, comment. (n.3(E)).

T USSG § 2B1.1(b)(2).



loss table calculation.® As the foregoing discussion illustrates, determining who suffers an actual
loss from an MCEMM campaign will prove to be a difficult exercise.

In short, quantifying the loss in any individual case will likely prove contentious and
costly. And - even after courts have resolved the chief legal questions in this area — in light of
the idiosyncrasies of the loss definition and the difficulties of developing evidence of spam-
related loss, the public will still lack any basis to conclude that sentences for spam violations
actually distinguish between defendants based on the true gravity of their offenses.

3) The Fraud Guideline May Lead to Unduly Severe Sentences for Spam
Violations.

Spam violations are not necessarily serious criminal offenses. As noted above, § 1037
may be violated even by a sender promoting legitimate goods and services that some recipients
actually want. While spam violations can involve culpable behavior (e.g., concealing the origin
of an email campaign), the statute’s focus on improper marketing means — rather than improper
marketing content or any unjust enrichment by the sender — places spam violations rather low on
the culpability scale in comparison with the full range of socially undesirable behavior.

Congress recognized the relatively benign nature of § 1037 v1olat10ns by setting low maximum
sentences of one and three years, depending on the violation.”

Yet, sentencing § 1037 violations pursuant to the fraud guideline would punish many
defendants more seriously than is warranted by the crime’s nature. First, it is hkely that spam
defendants would routinely be subject to the sophisticated means enhancement.'® This sets a
minimum offense level of twelve, which, for first-time offenders, would result in a sentence of
10-16 months. Putting this in a comparative perspective, even a low-volume sender whose
messages caused no quantifiable injury would be subject to a mandatory penalty roughly
equivalent to the penalty meted out to a person who embezzled $30,000 or defrauded victims of
a like amount. In our view, we should not equate spam violations with these more serious
offenses.

Even if the Commission decided that the sophisticated means enhancement should not
routinely apply to spam violators — and, at a minimum, we urge the Commission to do so — the
fraud guideline might still treat many senders too harshly. Consider a low-volume defendant
who sends one email to 500,000 recipients. A court considering lost employee product1v1ty and

a pro rata share of fixed costs might calculate the losses at $0.10 per recipient,'’ for a total loss of
$50,000. In this case, the fraud guideline (including a six-level mass-marketing enhancement)
would set the offense level at 18, requiring a minimum 27-month sentence for a first-time

8 USSG § 2B1.1, comment. (n.1).

® A five-year maximum applies if the spam violation occurred in connection with another felony, or if the defendant
has a relevant prior conviction.

19 USSG § 2B1.1(b)(8).

! Ferris Research published a cost analysis of spam concluding that employees receive 3.85 spam emails per day on
average and that this volume costs employers $9.90 per employee per month. See Spam Control: Problems and
Opportunities, Ferris Research, Jan. 2003, at 16-17, available at http://www ferris.com/rep/200301/report.pdf,
Although the Ferris research report provides an illustrative data point for our critique, we do not endorse its
methodology, and we suspect that it overstates losses substantially.




offender. Not only does this sentence seem high when compared to other offenses in a similar
sentencing range (e.g., embezzlement of $200,000), but it also comes close to the statutory
maximum of three years. In other words, application of the fraud guideline may leave little room
to distinguish between egregious and minor violators

Guidance to judges (through appropriate commentary in § 2B1.1) might help to avoid
some of these problems, but, in some instances, in the interests of clarity and fairness, it is better
to create a whole new guideline than to jerry-rig an old guideline for a new purpose. We believe
that spam violations represent precisely such an instance.

11. The Commission Should Adopt a Simple New Guideline for CAN-SPAM Offenses.

As between the fraud guideline and the trespass guideline, we think the trespass guideline
is the better analogy for spam violations for three reasons. First, many spam violations are
analogous to common law trespass to chattels, because the onslaught of the sender’s email can
temporarily dispossess a victim of its “chattel” (i.e., the hardware used to operate a computer
network).'” Second, the trespass guideline excludes the problematic mass-marketing and
sophisticated means enhancements. Third, the trespass base offense is lower, leaving more room
to differentiate among defendants.

Unfortunately, the trespass guideline also incorporates by reference the fraud loss table
for some offenses. Because no guideline referencing the loss table is an appropriate model for
spam violations, we propose that spam violations be governed by a new spam-specific guideline.

Although the loss table taints the trespass guidelines, the closeness of the analogy makes
the guidelines a useful starting point. Therefore, we propose a base offense level of four,
identical to the base offense level for trespass. However, instead of using the fraud loss table, we
propose increasing offense levels based on the aggregate number of recipients targeted by the
sender in his or her MCEMM campaigns during the relevant time period.

This metric has three advantages. First, it is much simpler to calculate than loss. Indeed,
the relevant evidence can be obtained directly from the defendant’s records, potentially relieving
victims of the burden of developing complex data for the government. Second, the amount of
emails the sender tried to send is a reasonable proxy for victim harms. The more emails sent, the
more likely it is that the sender caused some victims real harm at some point (e.g., by causing a
recipient’s server to crash). Third, the sender cannot foresee or prevent idiosyncratic victim
losses, but the sender can control the number of recipients. Therefore, this metric will avoid
sentencing discrepancies among senders who engaged in the same conduct, but who caused
different degrees of “loss” as a result of chance (e.g., through sheer bad luck, one sent MCEMM
to a nétwork server at a time of unusual vulnerability, causing the server to go down).

To minimize litigation burdens, the spam guideline should include relatively few
categories. For instance, the “volume table” might look like this:

12 See Restatement (Second) of Torts, §§ 217-218 (1965).



Number of Intended Recipients
Of licit Email in a 12 Month Period"* Increase in Level

250,000 or less no increase

More than 250,000 add 3

More than 1,000,000 -1 add 6

More than 10,000,000 add 9

More than 100,000,000 add 12

More than 1,000,000,000 add 15

We believe a base offense level of four plus this volume table adequately distinguishes
egregious and minor violations." A sender targeting a billion recipients will receive the
statutory maximum of three years, while a low-volume sender is treated more leniently.

Our proposal assumes simple § 1037 violations, i.e., the violations were not themselves
conducted in furtherance of a scheme to defraud, distribute unlawful pornography, or commit
any other crime. For aggravated spam violations, we believe that sentencing courts could and
should take the linked offenses into account at sentencing as relevant conduct under the
appropriate guidelines.

III. Conclusion

The guideline applicable to spam violations should be simple for courts to apply, but
should also provide for meaningful distinctions among spam violators in at least rough
proportion to the harm they have caused. We do not believe any guideline referencing the fraud
loss table does that. Therefore, we believe that the Commission should develop a separate
guideline for § 1037 violations that uses a volume table based on the number of intended
recipients.

Respectfully submitted,

Professor ég/(ii;;m\

Professor Michael O’Hear
Assistant Professor of Law Assistant Professor of Law

13 A relevant time period should be defined for purposes of this table. We follow the statute’s use, in a slightly
different context, of an annual aggregation of MCEMM during the highest volume one-year period. See 18 U.S.C. §
1037(b)X2)(C).

'“ There is, of course, nothing scientific about the cut-off points. They are intended to achieve meaningful
differentiation at sentencing between the dabbler in spam, the professional, and the truly big-time player. The
volume table is also intended to ensure that the full-range of statutorily available penalties (zero to three years in
most cases) is, in fact, used, thus recognizing Congress’s implicit belief that there are real differences in culpability
among different spam violators. Wide ranges reduce the likelihood that a defendant will find himself or herself
standing on (or falling off) a “cliff,” i.e., just above or below a cut-off point. Still, there is admittedly some
inevitable arbitrariness when cut-off points are defined. Thus, the fact that a given defendant’s volume happens to
be at the very top (or very bottom) of a range might, in conjunction with other factors, be made a basis for upward
(or downward) departure in exceptional cases.



UNITED STATES DISTRICT COURT
EASTERN DISTRICT OF MICHIGAN
THEODORE LEVIN UNITED STATES COURTHOUSE
231 WEST LAFAYETTE- ROOM 219
DETROIT, MICHIGAN 48226

(313) 234-5160
AMBERS OF

AVERN COHN )
DISTRICT JUDGE . March 12, 2004

Judge Ruben Castillo

Presiding Commissioner

United States Sentencing Commission
1 Columbus Circle, N.E.

Suite 2-500 / South Lobby
Washington, D. C. 20002

RE: Public Hearing of March 17, 2004
Issue For Comment 10: Aberrant Behavior
Dear Judge Castillo:
At my request our Probation Office reviewed the proposed guideline amendment
to be considered at your March 17, 2004 meeting. In particular, | asked them to look at
‘ the Aberrant Behavior proposed amendment. Attached are the comments on Issue For

Comment 10, which | endorse.

| urge you not to tinker with U.S.S.G. § 5K2.20 (Aberrant Behavior) for the
reasons stated by our Probation Office.

Please recognize that | have not shared these comments with my fellow judges.
However, | have no doubt they would agree with me.

urs truly

Avern Cohn

Enclosures

AC:nl



ISSUE FOR COMMENT 10: ABERRANT BEHAVIOR

Issue for Comment: The Commission requests comment regarding whether the departure provision
in §5K2.20 (Aberrant Behavior) should be eliminated (and departures based on characteristics
described in §5K2.20 should be prohibited) and whether those characteristics instead should be
incorporated into the computation of criminal history points under §4A41.1 (Criminal History
Category). Specifically, are there circumstances or characteristics, currently forming the basis for a
departure under §5K2.20, that should be treated within §4A41.1 instead, particularly for first
offenders? '
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Notice of Public Meeting - June 24, 2003 Page 1 of 1

March 3, 2004

NOTICE OF PUBLIC HEARING AND MEETING
OF THE UNITED STATES SENTENCING COMMISSION

Pursuant to Rule 3.2 and 3.4 of the Rules of Practice and Procedure of the United States Sentencing
Commission, the following public hearing and meeting are scheduled:

(1) Public Hearing - Wednesday, March 17, 2004 at 9:30 a.m., and
(2) Public Meeting - Friday, March 19, 2004 at 10:00 a.m.

The public hearing will be held in the Thurgood Marshall Federal Judiciary Building in the Federal Judicial
Center’'s Training Rooms A-C (South Lobby, Concourse Level). It is expected that the public hearing will last
approximately three and a half hours. The public meeting will be held in the Thurgood Marshall Federal
Judiciary Building, One Columbus Circle, N.E., in Suite 2-500 (South Lobby). it is expected that the public
meeting will last approximately 45 minutes.

(1) The purpose of the March 17, 2004 public hearing is for the Commission to gather
testimony from invited witnesses regarding possible guideline amendments currently under
consideration by the Commission.

(2) The purpose of the March 19, 2004 public meeting is for the Commission to conduct the
business detailed in the following agenda:

Report of the Commissioners

Report from the Staff Director

Vote to Approve Minutes

Possible Vote to Promulgate Proposed Guideline Amendments in the Following Areas:

‘ Body Armor

Public Corruption
Homicide/Assault
MANPADS

Miscellaneous Amendments

Public meeting materials are available at the Commission's website (http://www.ussc.gov/meeting.htm) or
from the Commission (202/502-4590).

http://www.ussc.gov/AGENDAS/not3_3_04.htm 3/12/2004



UNITED STATES DISTRICT COURT
EASTERN DISTRICT OF MICHIGAN
PROBATION OFFICE

THIE B WD :D STATES C RT S 1000 WASHINGTON BLVD.
DAVID D. KEELER O L W, LARAYEL(E MmO 0. BOX 649
CHIEF PROBATION OFFICER DETROIT, MI 48226-2799 BAY CITY, MI 48707-0649
(313) 234-5400 (989) 894-8830
FAX (313) 234-5390
P.0. BOX 8289 600 CHURCIH STREET
200 EAST LIBERTY FLINT, MI 48502-1214
ANN ARBOR, MI 48107-8289 (810) 341-7860
(734) 741-2075
REPLY TO: pErroiT March 10, 2004

The Honorable Avern Cohn

United States District Judge

Theodore Levin Courthouse, Courtroom 225
231 W. Lafayette Boulevard

Detroit, Michigan 48226

RE: Proposed Guideline Amendment Number 10

Dear Judge Cohn:

On February 19, 2004, Chief United States Probation Officer David D. Keeler sent you
a memorandum outlining the Probation Department’s comments regarding the proposed
amendments to the Sentencing Guidelines. During counsel on February 23, 2004, Your Honor
asked this officer to clarify the Probation Department’s rationale for our response to Amendment
Number 10, the proposed elimination of the Aberrant Behavior provision of the guidelines. At
the time, I told Your Honor that I would discuss the matter with Chief Keeler before responding.

After speaking with Chief Keeler, I am submitting the following revision to the Probation
Department’s response to proposed Amendment Number 10.

10.  Aberrant Behavior: The Commission requested comment on the
elimination of 5K2.20 and inquired as to whether those characteristics
should be incorporated into the computation of criminal history points under
4A1.1. The Probation Department would recommend against the
elimination of 5K2.20. The guideline was amended twice in 2003, to
prohibit application to offenses involving serious bodily injury, death and
firearm or drug involvement. To delete the departure provision under
5K2.20 and incorporate these characteristics into the computation of criminal
history points would further limit judicial discretion in sentencing first time
offenders with no criminal history, the very population to whom this
provision would generally apply.



Judge Avern Cohn Re:  Proposed Guideline
March 10, 2004 Amendment Number 10
Page 2

Hopefully, the revised response to the proposed revision of Amendment Number 10
adequately answers the question raised by the Court.

Should Your Honor have any additional questions or requests, please contact this officer
at the telephone number below. I am available, as well as Senior U.S. Probation Officers Philip
Miller (234-5408) and Lisa Fields (234-5420) to discuss the matter in person.

Respectfully submitted,

David D. Keeler
Chief U.S. Probation Officer

U & et

Joseph B. Herd
Senior U.S. Probation Officer
(313) 234-5413

Reviewed and Approved:

T vaa VU AL A
Barbara A. Feril

Supervising U.S. Probation Officer
(313) 234-5459




THE SECRETARY OF STATE
WASHINGTON

February 25, 2004

To the Sentencing Commission:

I want to thank you for considering the proposal to enhance sentencing
guidelines for violations of our passport and visa fraud laws. Ensuring the security
of our borders and protecting the safety and security of American citizens at home
and abroad are the highest priorities for the Department of State. Maintaining the
integrity of U.S. passports and visas is a critical component of our global effort to
fight terroriom, in addition to casuring that our unmmigration policies and laws are
enforced.

A U.S. passport establishes U.S. citizenship and identity, making it the most
widely accepted and versatile identity document in the country. It is considered
the “gold standard” of all passports and is used by our citizens not only to visit
foreign countries and enter the United States, but also domestically to establish
bank and credit card accounts, cash checks, apply for a driver’s license, apply for
welfare or unemployment; and to conduct activities that require proof of U.S.
citizenship. Similarly, visas are highly sought after because they allow the bearer
to request legal entry into the United States.

Investigations of passport and visa fraud are a vital part of strong border and
homeland security procedures. I believe these new guidelines will be a clear signal
that the United States Government recognizes the severity of passport and visa
fraud and the importance of maintaining our border security. Ambassador Francis
Taylor, Assistant Secretary for Diplomatic Security, will address our specific
proposal with you in a separate letter. Thank you for your consideration on this

important matter.

Colin L. Powell

The-U.S. Sentencing Commission,
2+ One Columbus Circle, N.E.,
‘ Suite 2-500, South Lobby, :
Washington, D.C. 20002-8002.



United States Department of State

Assistant Secretary of State
for Diplomatic Security

Washington, D.C. 20520
FEB 25 004

To All Members of the Commission:

The Department of State and the Bureau of Diplomatic Security’s (DS) role
to investigate and seek prosecution of those committing passport and visa fraud has
increased in the post-9/11 environment. In order to further strengthen our efforts, I
believe we need federal sentencing guidelines that are appropriate for the crimes.

While the DS sentencing initiative before you addresses crimes related to the
users of false and fraudulently obtained passports and visas, we fully intend to
work with the Commission during the next term to propose raising the sentences
for crimes relating to the vendors of said documents (falling under Federal
Sentencing Guidelines 21.2.1). We strongly believe that higher sentences for those
responsible for the illegal sale of passports, visas, and supporting documents is a
logical next step in our homeland security efforts.

Likewise, with the integrity of passports and visas at the core of U.S. border
security efforts, someone who has obtained a U.S. passport or visa and/or uses a
false passport or visa, is obstructing the homeland security efforts of the United
States. In the U.S. judicial system, someone convicted of a similar false statement
before law enforcement or judicial officials (18 USC 1502, 1505-13, or 1516)
would face a base offense level of 14 under current Federal Sentencing Guidelines
(2]1.2).

The goal of the Department of State is to achieve sentencing levels
appropriate for those individuals convicted of violations of passport or visa fraud.
Given the overwhelming importance of the integrity of U.S. passports and visas in
the post-9/11 environment, I believe we can obtain these appropriate sentencing
levels with a combination of well-defined specific offense characteristics and a
slight increase in the base offense level.

The U.S. Sentencing Commission,
One Columbus Circle, N.E.
Suite 2-500, South Lobby
Washington, D.C. 20002-8002



Attached are my comments on the specific issues before the Commission.
These comments are meant to clarify and, in some cases, expand on our previously
submitted material. Please note that our goal in focusing on Specific Offense
Characteristics, as opposed to seeking an overall major increase in the base offense
level, is to have guidelines that appropriately address different levels of violations
of law related to passport and visa fraud. Individuals who apply for U.S. passports
using false and fraudulent information, however, should face an increased
sentence. The two primary reasons are that they are already in the United States
(in the case of passport applications), having entered illegally or overstayed their
legal entry time limit, and are attempting to hide their true citizenship and/or
identity to obtain a genuine passport or visa. Finally, someone who applies for a
U.S. passport or visa using false statements and is successful in obtaining the
documents, should face the stiffest of the penalties.

If the current Federal Sentencing Guidelines for passport and visa fraud are
adjusted to the levels indicated above, I believe that future sentences for
convictions of these crimes will provide the appropriate deterrence and
punishment. With increased sentences, the special agents of the Diplomatic
Security Service will have the leverage necessary to enlist the assistance of
defendants to identify persons involved in the manufacture and/or sale of illegal
citizenship and identity documents, both inside and outside the United States.
Further, once federal judges start handing out prison sentences for these crimes, the
deterrent effect will reduce the overall number of people inclined to commit these
offenses.

On behalf of the Department of State and Bureau of Diplomatic Security,
thank you for your efforts and assistance in this matter. I stand committed to this
initiative and welcome any further questions from the Commission.

Sincerely,

T A

Francis X. Taylor
Ambassador

Attachment: Proposed Changes to Sentencing Guidelines



Proposed Changes to Sentencing Guidelines

‘ §2L2.2.

Fraudulently Acquiring Documents Relating to Naturalization,

Citizenship, or Legal Resident Status for Own Use: False Personation

or Fraudulent Marriage by Alien to Evade Immigration Law:

Fraudulently Acquiring or Improperly Using a United States Passport

(a)

(b)

Base Offense Level: 8[8-12]

DS COMMENT: (Raise to 9, keeping the base 2 levels below
21.2.1)

Specific Offense Characteristics

(D If the defendant is an unlawful alien who has been deported
(voluntarily or involuntarily) on one or more occasions prior
to the instant offense, increase by 2[4] levels.

DS COMMENT: (Leave as 2)

(2)If the defendant committed any part of the instant offense
after sustaining (A) a conviction for a felony immigration
and naturalization offense, increase by 2[4] (4) levels; or (B)
two (or more) convictions for felony immigration and
naturalization offenses, each such conviction arising out of a
separate prosecution, increase by 4[6] (6) levels.

DS COMMENT: (Make a conviction under scenario (A) a
level 4 and (B) a level 6, providing for appropriate level
increases based on the increasing seriousness of the acts)

(3) If the defendant was a fugitive wanted for a felony
offense in the United States, [or any other country,]
increase by [4-10] levels.

DS COMMENT: (If wanted for a crime of violence or
controlled substance increase by 8 levels; if wanted for any
other felony crime increase by 4 levels. This mirrors similar
enhancements in the current guidelines.)-

[(4) If the defendant fraudulently-ebtained-er-used-aUnited



DS COMMENT: (In place of this proposed language insert:
used a counterfeit or forged passport or visa increase by 4
levels; if the defendant fraudulently applied for a U.S.
passport or visa increase by 6 levels; if the defendant used a
fraudulently obtained U.S. passport or visa increase by 8
levels.)

Drafted: DS/MFO:Mike Johnson/DS/BFOClaude Nebel
Cleared: = DS/FLD: Wdeering ok

DS/DO: TmcKeever ok

DS/DSS: JMorton





