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provisions directly addressed to use of “weapons of mass destruction,” “explosives” and
“other lethal devices,” one or more of which definitions is likely to apply to any use of
hazmat shipment for terrorist purposes.”> The punishments under these provisions
generally are any term of years or life, or death if death results from the offense.?*

Similarly (but unnoted by DOJ), a separate section of the Guidelines already addresses
these terrorist offenses, as well as attempts and conspiracies to commit them. Section
2MB6.1 applies to offenses involving unlawful use, transfer or possession of weapons of
mass destruction or toxins, among other things, and if the offense involved intent to
injure the United States, begins at offense level 42.7

These provisions together assure that, in any case where terrorists use a hazmat to
accomplish their goals, they will be punished as severely as U.S. law permits.

2, DOJ’s proposal would result most commonly in harsh
sentences being imposed in cases not involving terrorism

ACC would be unconcerned about DOJ’s proposal if the new or enhanced guideline
provisions applied only where the offender was liable under one of the antiterrorism
statutes discussed immediately above. Unfortunately, DOJ seems equally intent on
preventing terrorist attacks by severely punishing criminally culpable but otherwise
patriotizg Americans whose hazmat violations could potentially facilitate a terrorist
attack. - ' :

At the outset, ACC notes that DOJ has offered no evidence of an epidemic of such
violations. Before the Commission significantly changes the criminal sentences in this
area, it is incumbent on DOJ to offer some empirical substantiation for these changes.
Instead, DOJ has proffered a rather academic comparison of hazmat versus fixed-facility
offenses and their treatment under the Guidelines -- which as shown above is
unpersuasive.

2 «“Weapon of mass destruction” includes “any weapon that is designed or intended to
cause death or serious bodily injury through the release, dissemination or impact of toxic
or poisonous chemicals, or their precursors.” Id. § 2332a(c)(2)(B). An “’other lethal
device’ means any . . . device that . . . has the capability to cause death, serious bodily
injury, or substantial damage to property through the release, dissemination or impact of
toxic chemicals, biological agents or toxins . . . .” Id. § 2332f(e)(9).

“ Eg.,id. § 2332a(a).

2% See Section 2M6.1(a)(1). Sentences are to be increased by four levels if the offense
results in death and by an additional four levels if it causes public disruption. /d.

26 Actually, in some cases hazmat compliance could well facilitate a terrorist attack. For
example, the very placards that ensure that emergency responders know what is
contained in a tank truck advertise that truck’s attractiveness to a terrorist. Failure to
placard a truck would actually impede terrorists (though it would jeopardize first
responders). This conundrum is now being hotly debated within the hazmat community.
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DOJ’s goal of punishing hazmat violations that might aid terrorists is unnecessary and '
inappropriate for at least two other reasons:

New hazmat rulemakings already address the problem of inadvertently helping
terrorists. DOT recently issued a new regulation requiring hazmat shippers and carriers
required to register with it to implement security plans and to train their employees on
these plans. These requirements will help ensure that hazmat businesses recognize their
vulnerabilities to terrorism and that they take steps both to minimize them and to sensitize
their employees to them.”” Separately, the Transportation Security Administration has
issued new regulations regarding governmental background checks and security threat
assessments for persons seeking hazmat endorsements to their commercial drivers
licenses.”® These steps are a far more narrowly tailored, and likely far more effective,
approach to this problem than blunderbuss increases in criminal penalties.

DOJ’s approach is unfair. ACC believes DOJ goes to far in proposing to punish
nonterrorist hazmat personnel as severely as the terrorists who attack or exploit them. As
DOJ itself recognizes, “so many different parties (e.g., shippers, carriers, freight
forwarders, brokers, agents and others) are routinely involved in moving hazardous
materials, as a practical matter no single party can be exclusively responsible for its
safety.”® 1In our view, this complexity and diffusion of responsibility is exactly why the
Commission should not dramatically increase the criminal penalties potentially
associated with hazmat transport. With so many people filling differing and
interdependent roles, it would be too easy, in the event a terrorist exploited the system,
for innocent or at least non-intentional conduct to be elevated to the level of crime; too
easy for a less culpable person to become the fall guy for the conduct of the terrorist. The
Commission should not exacerbate that problem.

Even worse, DOJ appears to be using the foregoing purposes as a convenient opportunity
to hike the sentences applicable to anyone convicted of a hazmat crime, without regard to
whether the offense could even theoretically have served to assist a terrorist. ACC is
gravely troubled by this prospect. While it is impossible to predict the future probability
of terrorist attacks involving hazmats, it seems undeniable that they will be highly
infrequent relative to the number of times hazmat crimes will occur for reasons
unassociated with terrorism. Thus, the predominant effect of DOJ’s proposal would be to
harshly punish hazmat offenders whose offenses had no connection with terrorism. For
the reasons discussed above, ACC believes such offenses are already subject to sufficient
sanction and likely will be even further sanctionable under pending legislation.

27 68 Fed. Reg. 14510 (March 25, 2003).
%% 68 Fed. Reg. 23852 (May 5, 2003).
2 Annual Submission of the Department of Justice to the Commission (August 1, 2003), ‘
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