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cooperating defendant as well as law enforcement officers and public safety generally. We think 
the Commission should work quickly with the Judicial Conference, the Congress, and others to 
resolve any outstanding issues so that the intent of Congress to improve the Commission's data 
collection work is achieved and that appropriate confidentiality is maintained. We pledge our 
support to assist the Commission in any way we can on this matter. 

2. Supervised Release 

Section 101 of the PROTECT Act makes significant changes in the law of supervised 
release. This section amends 18 U.S.C. § 3583 to provide a judge with the discretion to impose 
up to a life term of post-release supervision for sex offenders. Prior to the PROTECT Act, the 
statutory maximum period of post-release supeivision in federal cases was generally five_ years 
even for the most serious crimes, and the guideline maximum period for most offenses was three 
years or less. This section responds to the longstanding concerns of federal judges and 
prosecutors regarding the inadequacy of the supervision periods for sex offenders, particularly for 
the perpetrators of child sexual abuse crimes, whose criminal conduct may reflect deep-seated 
aberrant sexual disorders that are not likely to disappear within a few years of release from 
prison. 

Section 101 also changes the maximmn term of imprisonment allowed upon revocation 
of supervised release. Prior to the PROTECT Act, the maximum term of imprisonment upon 
revocation was five years for any one offender. This section amends Title 18 to now permit up to 
five years imprisonment for each individual revocation, thus permitting a defendant to receive a 
series of imprisonment terms which could equal an extended period of time. 

We think these and other related changes (see the discussion of circuit conflicts, infra) 
require careful and significant Commission consideration. and will require appropriate 
amendments to Chapter Seven of the guidelines. Indeed, we also think this maybe the right time 
for the Commission to undertake a more comprehensive revision of Chapter Seven of the 
guidelines and other relevant provisions addressing supervised release and supervised release 
revocations. • 

B. Circuit Conflicts And Case Law Generally 

The Supreme Court explicitly recognized that Congress gave the Co~sion the 
responsibility for resolving circuit conflicts involving guideline interpretation issues. Over the 
past few years, the Commission has addressed only a limited nmnber of circuit conflicts. It has 
always been important to the Justice Department, and in particular the Solicitor General's Office, 
that the Commission fulfill this responsibility by actively addressing circuit conflicts. We think 
it critically important to do this in each amendment year. We raise two specific issues f ere that 
we believe are ripe for resolution, although we know many others exist and warrant 
consideration. In the first, courts of appeals have reached differing outcomes in reviewing 
computer and Internet access restrictions in child pornography cases and have disagreed about 
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the extent to which Internet access limitations may be justified. While these cases do not raise a 
· · direct conflict oflaw, we believe this issue- and the tension among -the circuits on the issue- is 

precisely the type the Commission was meant to address. The second, where there is a clearer 
split among the circuits, involves when a defendant must provide truthful information to the 
government to be eligible for a "safety valve" sentence repuction. 

1. Conditions Of Supervised Release For Certain Sex Offenders 

We believe the Commission should address the issue of the appropriateness ofrestricting 
computer and/or Internet use as a condition of supervised release for offenses under Title 18, 
Chapters 110 and 117 that involved the defendant's use of a computer or the Internet. 
Recognizing the pivotal role that access to computers and the Internet play in facilitating these 
crimes, some courts have upheld bans on access to computers or the Internet as conditions of 
supervised release. While this tack clearly has the legitimate goal of preventing recidivism and 
protecting society, other courts have concluded in other circumstances that precluding access to 
computers as a condition of supervised release is too onerous a deprivation of personal h'berty. 
Ultimately, the Commission should address this issue and the appropriate circumstances for 
restricting computer and Internet access. We believe a policy statement is needed to provide 
guidance to the courts and ensure that conditions of supervised release effectuate both deterrence 
and protection of the public. 

a. Background 

In addition to the mandatory conditions of supervised release set forth in §5Dl.3(a) of the 
sentencing guidelines, courts are permitted to impose other conditions if those conditions~ 
reasonabiy related to (1) the nature and circumstances of the offense and the history and 
characteristics of the defendant; (2) deterring future criminal conduct; (3) protecting the public 
from further crimes of the defendant; and (4) the need to provide the defendant with needed 
educational or vocational training, medical care, or other correctional treatment in the most 
effective manner. 18 U.S.C. §§ 3583(d), 3553(a). The conditions must also involve no greater 
deprivation of liberty than is reasonably necessary for the putposes set forth above and must be 
consistent with any pertinent policy statements issued by the S~ntencing Commission. Id.; see 
also USSG §5D1.3(b) (setting forth equivalent requirements for any special conditions of 
supervised release imposed by court). 

Accordingly, the Commission has issued Policy Statements reflecting both "standard" 
conditions recommended for all instances of supervised release, as well as "special" conditions 
recommended for supervised release in certain circumstances. See §5Dl.3(c), (d). With respect 
to the latter category, conditions are often tailored to the crime committed. For example, if the 
instant conviction is for a felony or the defendant was previously convicted of a felony or used a 
firearm in the instant offense, the guidelines recommend as a special condition that defendant be 
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prohibited from possessing a firearm. See id. at § ( d)(l ). 3 In many instances, by limiting 
defendant's access to the very instrument of the crime committed, such special conditions 
substantially reduce the potential for recidivism and increase protection of the public. 

b. Recent Case Law 

'-t6JUUI 

Several courts have upheld restrictions on computer or Internet use as a special condition 
of supervised release for child exploitation offenders. For example, in United States v. Crandon, 
173 F.3d 122 (3d Cir.), cert. denied, 528 U.S. 855 (1999), the defendant developed a relationship 
via the lntemetwith a 14-year-old girl and later traveled interstate to engage in sexual 
relationships with her and took photographs of their encounter. The defendant pled guilty to one 
count ofreceiving child pornography and was sentenced to 78 months in prison and a three-year 
term of supervised release, during which he could not "possess, procure, purchase or otherwise 
obtain access to any form of computer network, bulletin board, Internet, or exchange format 
involving computers unless specifically approved by the United States Probation Office." Id. at 
125. The defendant argued on appeal that given the prevalence of computers, the condition could 
limit bis employment opportunities and bis freedom of speech. Id. at 128. Nevertheless, the 
Third Circuit concluded that "in this case the restrictions on employment and First Amendment 
freedoms are pennissible because the special conilition is narrowly tailored and is directly related 
to deterring [ defendant] and protecting the public." Id. 

• 

The Fifth Circuit bas upheld a more severe condition that absolutely banned the defendant 
from "possess[ing] or hav[ing] access to computers [ or] the Internet" during his three-year term 
of supervised release. United States v. Paul, 274 F.3d 155, 160 (5th Cir. 2001), cert. denied, 122 • 
S.Cl 1571 (2002). The defendant in Paul had stored over 1,200 images of child pornography on 
bis computer and had used the Internet to access child pornography chat rooms, bulletin boards 
and newsgroups. Id. at 168. In adilition, he communicated with like-minded inilividuals via e-
mail about how to "scout" for vulnerable children. Id. Relying in part on Crandon, the F~ 
Circuit concluded that the special condition prohibiting computer and Internet access was 
"reasonably related to [the defendant's] offense and to the need to prevent recidivism and protect 
the public." Id. at 169. The court expressly stated that even though the condition was broader 
than the condition impose.d in Crandon in that it did not allow a probation officer to permit 

3 See also, United States v. Kingsley, 241 F.3d 828 (0'1 Cir. 2001) (affirming special 
condition barring defendant from driving during 3-year supervised release because condition was 
reasonably related to defendant's past automotive violations and to bis weapo~ conviction 
involving transportation of weapons in his vehicle for purposes of intimidating and coercing 
victims); United States v. Bee, 162 F.3d 1232, 1235-36 (9th Cir. 1998), cert. denied, 526 U.S. 
1093 (1999) (upholding condition that barred defendant from having contact with. minors and 
loitering in places primarily used by minors where defendant was convicted of abusive sexual 
contact with six-year-old girl); United States v. Szenay, 1999 WL 426886 at *3 (6a. Cir. June 15, 
1999) (unpublished) (defendant convicted of credit card fraud prohibited from incurring creilit 
card charges without probation officer's approval). 
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computer or Internet access, the condition was nevertheless appropriate. Id. Courts in the Eighth 
and Tenth <;ircuits have upheld similar restrictions for child exploitation offenders.' 

Some courts, however, hesitate to impos.e restrictive conditions on computer and Internet 
use for child exploitation offenders under sonie circumstances. In United States v. Sofsky, 287 
F.3d 122 (2d Cir. 2002), the defendant was accused ofreceiving more than 1,000 moving and 
still images of child pornography on his home, computer via the Internet and exchanging images 
on the Internet. He pled guilty and was sentenced to 121 months with three years of supervised 
release. Id. at 124. The Second Circuit vacated a special condition of supervised release that 
would have prohibited the defendant from accessing a computer, the Internet, or a bulletin board 
system unless approved by the probation officer. Id. According to the Second Circuit, the ban 
prevented "common-place computer uses" such as email communication, conducting research, 
obtaining a weather forecast, or reading a newspaper, and therefore, ''inflict[ ed] a greater 
deprivation on [defendant's] liberty than [was] reasonably necessary." Id. at 126; see also United 
States v. Carlson, No. 01-1570, 2002 WL 31119859 (2d Cir. Sept. 25, 2002) (unpublished) 
(remanding for more restricted condition in lig,ht of Sofsky); United States v~ P~terson, 248 F.3d 
79 (2d Cir. 2001) (special condition prohibiting Internet access and computer use was neither 
reasonably related to conviction nor reasonably necessary to achieve sentencing goals where 
defendant was convicted of bank larceny, worked in computer field, and prior state conviction for 
incest had no connection to computers or Internet): 

The Tenth Circuit has similarly vacated a special condition that prohibited a defendant · 
convicted of receiving child pornography from-"possess[ing] a computer with Internet access 
throughout his period of supervised release." United States v. White, 244 F.3d 1199, 1201 (10th 

Cir. 2001). The Tenth Circuit remanded for the district court to revise the condition, concluding 

'See United States v. Fields, 324 F.3d 1025, 1026 (8th Cir. 2003) (upholding coip.plete 
ban on Internet access where defendant had created child-pornography website; noting such 
restrictions have been upheld "[i]n cases where defendants used computers or the internet to 
commit crimes involving greater exploitation'); United States v. ·Walser, 215 F .3d 981, 985 (10th 

Cir. 2001), cert. denied, 122 S.Ct. 1943 (2002) (upholding condition prohibiting access to 
Internet without prior permission of probation officer for a defendant who possessed inylges of 
child pornography on his computer); United States v. Deaton, 204 F .Supp.2d 1181 (E.D. Ark. 
2002) ( court modified condition for a defendant found guilty of possessing child pornography to 
prohibit him from subscribing to any Internet service providers or using services of Internet 
without permission of probation officer). See also, United States v. Suggs, Nos. 01-6080, 01-
6081, 2002 WL 31428630 (f,th Cir. Oct. 29, 2002) (unpublishecl) (upholding special condition of 
supervised release that prohibited the defendant convicted of mail fraud, wire fraud and money 
laundering from having access to personal computers); United States v. Mitnick, 145 F.3d 1342 
(9th Cir.), cert. denied, S25 U.S. 917 (1998) (unpublishecl) (a defendant convicted of computer 
''hacking'' offenses was properly restricted from accessing computers and computer-related 
equipment without prior approval of probation officer). 
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that the condition was both too narrow (because it did not bar the defendant from accessing the 
Internet through channels other than bis own computer) and too broad (because it prkluded him 
from using a computer for benign purposes). Id. at 1205-06; compare Walser, 215 F.3d at 987-
88 (Tenth Circuit upheld condition that the defendant not access the Internet unless approved by 
a probation office because it was less restrictive-than the absolute ban imposed ip. White); see 
also Paul, 274 F.3d at 169-70 (''we reject the White court's implication that an absolute 
prohibition on accessing computers or the Inter:µet is per se an unacceptable condition of 
s~pervised release .... [S]uch a ... condition can be acceptable ifit is reasonably necessary to 
serve the statutory goals outlined in 18 U.S.C. § 3583(d)''). 

Likewise, the Third Circuit recently cut back on Crandon and held that a special 
condition prohibiting the defendant from possessing a computer in his home or using any on-line 
computer service without the written approval of his probation officer was overly broad. United 
States v. Freeman, 316 F.3d 386 (3d Cir. 2003). The defendant in Freeman pled guilty to receipt 
and possession of child pornography after an investigation in which the defendant admitted to 
storing images of child pornography on his laptop computer. The Third Circuit held that the 
district court erred both in not stating a basis for the restriction and in imposing the restriction. 
Citing the Second Circuit's Softky decision, the court stated that the condition involved a greater 
deprivation of liberty than reasonably necessary: ''There is no need to cut off [the defendant's] 
access to email or benign internet usage when a ~ore focused restriction, limited to pornography 
sites and images, can be enforced by unannounced inspections of material stored on (the 
defenpant's] hard drive or removable disks." ·Tiie Third Circuit went on to expressly distinguish 
its prior holding in Crandon, stating that this type of restriction was acceptable in Crandon 
because that defendant used the Internet to contact young children, whereas the defendant in 
Freeman had not. The court also allowed that a more restrictive condition might be appropriate 
if the defendant in Freeman ultimately did not abide by the condition permitting benign use of 
the Internet. 

c. Time for Resolution 

We think the time is right for.the Commi~sion to address this issue. A special condition 
imposing significant restrictions, and in some cases a total ban on access to a computer or the 
Internet, provides the greatest assurance that a defendant will not repeat his computer-related 
child exploitation crime. Such restrictions would not only hinder a defendant's access to the 
illegal materials themselves, but also would deprive him of access to like-minded individuals 
who supply such materials and are, but for their on-line personas, typically unknown to the 
defendant. 

2. Safety Valve 

A defendant is elig1ole for the so-called safety valve reduction, 18 U.S.C. § 3553(f) and 
USSG §5Cl.2, only if 
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. not later than the time of the sentencing.hearing, (he] has truthfully 
provided to the Government all inform.atjon and .evidence the 
defendant has concerning the offense or-offenses that were part of 
the same course of conduct or of'a common scheme or plan ... 

In United States v. Madrigal, __ F.3d__; 2003 WL . No. 01-2250 (8th Cir. Apr. 
28, 2003) the defendant falsely denied that he had participated in prior related conduct. At the 
sentencing hearing, the government opposed the: application of the safety valve on the ground 
that full and truthful information had not been timely provided. Instead of denying the safety 
valve reduction, the district court continued the sentencing hearing to allow the defendant to 
make a new proffer that would meet the requirements of the safety valve provision. In his second 

. proffer, the defendant admitted he had lied about participating in the prior conduct, but also 
provided other information that the government believed to be false. Despite the government's 
objections, the district court found that the defendant had truthfully revealed substantially all 
offense-related information he knew of when the sentencing hearing was reconvened and 
awarded a sentencing reduction under the safety valve provision. · 

The government appealed, and the Eighth Circuit unanimously affirmed. The appellate 
panel recognized that other circuits have adopted the rule that, in order to qualify for the safety 
valve, a defendant must provide complete and truthful information before the commencement of 
the sentencing hearing. Slip op. 11-12 (citing United States v. Marin, 144 F.3d 1085, jl091 (7t1t 
Cir. 1998); United States v. Brenes, 250 F.3d 290, 293 {5th Cir. 2001); and United States v. 
Schreiber, 191 F.3d 103, 107 (2nd Cir. 1999)): Nonetheless, the court ruled otherwise. Slip op. 
11-12. The court stated that neither the statute nor the guidelines provision contained the word 
..commencement," ·but instead use the "somewhat ambiguous" language ''not later than the time 
of the sentencing hearing." Slip op. 13. We think this issue is also now ripe for Commission 
consideration, and we urge the Commission to address it by adding a policy statement following 
the Fifth, Seventh, and Second Circ~t holdings. 

C. Alien Smuggling. Immigration and Related Crimes 

We think the Commission has appropriately identified in its notice of tentative priorities 
sentencing poli~y for alien smuggling and other immigration offenses as warranting review. As 
you may know, last week, the Senate Judiciary Committee held a hearing on alien smuggling 
offenses at which John Malcolm, Deputy Assistant Attorney General for the Criminal Division, 
Jaoe Boyle, United States Attorney for the Northern District of Texas, and Paul Charlton, United· 
States Attorney for the District of Arizona, testified.· Their testimony highlighted some · 
significant sentencing issues that are of concern to the Justice Department, and we look forward 
to working with the Commission to review these concerns and to develop appropriate policy 
responses. We also believe the Commission should examine more broadly some related crimes, 
such as passp~rt and visa fraud, and the sentencing guidelines applicable to these offenses. The 
sentencing guidelines may provide insufficient penalties for these offenses, at least in some 
cases. 
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D. Homicide/Murder/Manslaugbter/Attem¥ted Murder 

~011 

We commend the Commission for the am~dments passed earlier this year relating to 
involuntary manslaughter offenses and for agreeing to consider that issue further this amendment 
year. But as we have stated on several occasions, the guideline penalties for all homicide, other 
than for first degree murder, are inadequate and in need of review. While the number of 
homicides prosecuted in federal court is relatively small because of the limitations of federal 
jurisdiction, the relevant guidelines are extremely important because of the seriousness of the 
crimes. 

The guidelines for second degree murder and attempted murder are particularly 
problematic. A defendant who accepts responsib1lity for a second degree murder, §2Al.2, and 
falls within either Criminal History Category I or II is eligible to receive a sentence of less than 
10 years' imprisonment. Even a defendant who· falls within the most serious criminal history 
category is eligible to receive a sentence of just 14 years. 

First and second degree murder have much in common under federal law. Both are the 
"unlawful killing of a human being with malice aforethought." 18 U.S.C. § 111 l(a). The 
difference in the two degrees of murder is that the more serious form is accomplished with 
premeditation or in the perpetration of certain enumerated felonies. However, the presence or 
absence of premeditation is a jury matter that sometimes turns on fine distinctions; in many 
cases, the difference turns on the degree of intoxication (which may negate the existerlce of 
premeditation). Because both are extremely serious offenses, the relatively low guideline 
sentence for second degree murder fails adequately to recognize the similarity between the two 
crimes or the maximum life sentence available for second-degree murder. The inadequate 
guideline sentencefor second degree murder also creates a significant gap with the mandatory 
life sentence applicable to first degree murder. . 

We urge the Commission to evaluate the op~tion of the second degree murder guideline · 
carefully. First, the Commission should consider whether the base offense level of 33 is 
appropriate relative to the guideline sentences for other forms of homicide and for other offenses. 
For example, the offense level for second degree murder is lower than that for certain bank 
robberies that result in injury but not death, §2B3.1. Next, the Commission should detennine if 
the second degree murder guideline should be amended to include specific offense 
characteristics, which it currently lacks. Soine forms of second degree murder are especially 
aggravated because of prolonged conduct or dominance over the victim, or because the means of 
killing is especially cruel. The guideline could account for such facts. i 

We are also concerned about how attempted:1:11urder is treated under the current 
guidelines, especially where the attempt. had it been successful, would have caus~ the death of 
many people (e.g., a bomb on a plane, ship, subway, in a federal building, etc.) Tlie attempt may 
not have been successful because of bad design or intenuption by law enforcement or a good 
Samaritan. In these situations, the defendant should, we believe, be sentenced close to the level 
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which would have been applicable had he bee~ successful. Elsewhere in the guidelines, an 
attempt is usually treated three levels lower than the underlying offense under §2Xl.l(b)(l). 
However, "attempted murder" can be 15 levels lower than the underlying crime, pursuant to 
§2A2.l. We think this is something that the Commission ought to reexamine. 

fu sum, the guidelines relevant to second degree murder, attempted murder, voluntary 
manslaughter, and involuntary manslaughter should be the subject of careful study by the 
Commission. The need to arrive at sentences that serve the purposes of sentencing - just 
punishment, deterrence, incapacitation, and rehabilitation - is paramount for all offenses, 
especially those that result in the talcing of human life. · 

E. Public Conuption 

We are pleased that the Commission has indicated that it will consider amendment 
proposals related to the guidelines for public corruption offenses. We have already begun 
working with the Commission staff on this issue. 

F. MANPADS 

Portable rockets and missiles are a category of destructive device that pose a particular 
risk due to their potential range, accuracy, portability, and destructive power. fucluded within 
this category of destructive devices are MANPAJ)S (man-portable air defense systems) and 
similar weapons that have been used by terrorists, for example, in the 2002 attack in Kenya on an 
Israeli aircraft using a shoulder-fired missile. They have the ability to inflict death or injury on 
large numbers of persons if fired at a building, aircraft, train, or similar target Even if death or 
injury does not result from such an attack, there may be significant economic consequences and 
adverse effects on public confidence in the transportation industry. For example, if a MANP AD . . 
were fired at a commercial airer~ but no casualties resulted, the news alone that an attempted 
attack had occurred would severely harm the vulnerable airline industry and create a potential 
domino effect on industries involved in other forms of transportation. 

MANP ADS and similar weapons are Cllf{elltly highly regulated under the National 
Firearms Act ("NFA"), 26 U.S.C. Chapter 53, and the Gun Control Act of1968 ("GCA''), 18 
U.S.C. Chapter 44. Under the NF A. such weapo_ns are classified as "destructive devices." See 
26 U.S.C. § 5845(f). Currently, the sentencing guidelines provide for a two-level increase.to the 
base offense level applicable to unlawful possessjon and certain other offenses involving NF A 
weapons if the offense involves a destructive de~ce. However, the sentencing guidelines do not 
provide for an increase specifically addressing MANP ADS and similar weapons . .See USSG 
§2K2.1. As a result, an offender who unlawfully possesses a MANP AD would face a guideline 
offense level of 20, which requires only 33-41 months of imprisonment if the defendant is in 
criminal history category I. : 
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