


part of many other types of crimes. In many of these cases, there may be an ancillary

charge of identity theft in the indictment that is dismissed in a plea agreement.

Allowing for similar sentencing increase could help ensure that the defendant

receives a sentence commensurate with the crime. '

. Given the breadth of offense conduct covered by 18 U.S.C. Sec. 1028, as an
alternative to amending Chapter Two, should the Commission amend Chapter Three
of the Guidelines Manual, relating to general adjustments, to provide a new .
adjustment that would apply in every case that involves the unauthorized use of an
identification means? If so, how should that adjustment be structured (e.g., should
there be a table or tiered adjustment based on the number of unauthorized
identification means involved in the offense)? Should the adjustment also include the
unauthorized use of any identification document or the use of any false identification
document?

Response — A general adjustment to Chapter Three of the Guidelines Manual may the
best way to proceed. We would defer to those with more experience on this issue.
However, we believe that if a general adjustment to Chapter Three is provided for,
there should be a table or tiered adjustment based on the number of unauthorized
identification means involved in the offensc. We believe that the individual
circumstances of each case should be determinative of the sentence received and that
an across-the-board general adjustment could unfairly punish a defendant who had
used a minimal number of unauthorized identification means versus a defendant who
had used many unauthorized identification means. As stated in the Identity Theft
Report issucd December 15, 1999 by the Economic Crimes Policy Team, United

States Sentencing Commission, we too are conccrned about “the risk of treating al! ‘
manifestations of offense conduct along with identity theft continuum the same, from .
the most basic form of identity theft such as credit card theft to the most egregious
forms involving identity assumption.”

. As an alternative to a Chapter Three adjustment, should the Commission amend
Chapter Five, Part K, of the Guidelines Manual, relating to departures, to encourage a
departure above the authorized guideline sentence in any case involving the
unauthorized use of an identification means if the guideline range does not adequately
reflect the seniousness of the offense conduct?

Response — We arc concerned about encouraging departures in sentencing guidelines
“if the guideline range does not adequately reflect the seriousness of the offense
conduct.” Our concem is based on the basis of the decision as to when the guideline
range does not adequately reflect the seriousness of the offensc conduct. If this were
adopted, we would suggest that the reasons for the departure must be clearly stated
and that the amendment to Chapter § clearly state what is and is not accepteble as a
basis for a departure.
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5. The Treasury Department has recommended that the Commission amend its current

. minimum loss amount rule for stolen credit card offenses in Sec. 2B1.1 (a minimum
loas amount of $100 per credit card) to include all access devices, and that the
minimum loss amount be increased to $1,000 per access device. Given that the
Identity Theft and Assumption Deterrence Act of 1998 included access devices in the
definition of "means of identification,” the Commission invites comment on whether
it should consider amending that rule to include all access devices (such as debit
cards, bank account numbers, electronic serial numbers, and mobile identification
numbers) and to place that amended rule in Sec. 2F1.1. Such a rule would have the
cffect of subjecting an offense that involves an unauthorized identification meane *-- .
is & credit card number to the same minimum loss amount as an offensc that involves
the stolen credit card itself. If the Commission should consider such an amendment,
should the Commission additonally amend the rule to increase the minimum loss
amount per access device, for example [$500][$750][S1000] per access device?
(Such an amendment may need to be coordinated with cfforts to revise the theft
guidcline in connection with offenses involving access devices and cellular phone
cloning.)

Response — Based on our reading of the documents provided, we are unsure of the
effect of this proposal. We would point out that requiring a minimum loss per access
device may adversely affect identity theft prosecutions. We have cases in which the
defendant was found in possession of several individuals’ means of identification
where there had been no loss.

. 6. Commission data indicate that a high portion of offenders involved in identity theft

‘ conduct have previously been convicted of similar offense conduct at either the state
or federal level. Although Chapter Four addresses criminal history, the Commission
has provided enhancements in certain Chapter Two guidehnes for prior similar
conduct (e.g., Secs. 2L2.1(b)(4) and 2L.2.2(b)2), which provide two- and four-level
increases if "the defendant committed any part of the instant offense after sustaining
one or more convictions for felony immigration and naturalization offenses”). St
the Commission provide an enhancement in the relevant Chapter Two guideline (Sec.
2F1.1, if the Commission adopts a limited approach to identity theft) or guidelines
(the economic crime guidelines, if the Commission adopts a more expansive approach
to identity thefl) if the defendant had previously been convicted of conduct similar to
identity theft? If so, what is the appropriate numbcr of levels for the enhancement?
Should such an enhancement require a minimum offense level?

Response — We agree that the Commission should provide for an enhancement for the
criminal history of the defendant for prior offenses involving identity theft conduct
under either approach adopted. We would suggest that the appropriate number of
levels for enhancement should be hered. For example, if the defendant has three or
less prior convictions, the enhancement should be two levels. Four-seven prior
convicuons, the enhancement should be four levels. However, we have concerns that
the prior convictions not be too remote to the current charge. Therefore, we would
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suggest that the prior convictions have occurred within 10 years of the current charge
to be considered.

We would agree that the enhancement should require a minimum offensive level.

We will be happy to discuss these concerns in more detail and provide the Commission
with additional information that they may need. :

Kathy A. Buller
Counscl to the Inspector General
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UNDER SECRETARY MarCh 10’ 2000
The Honorable Diane E. Murphy
Chair, U.S. Sentencing Commission
One Columbus Circle, NE
Suite 2-500 South
Washington, D.C. 20002-8002

Dear Judge Murphy:

I write to provide Treasury's comments on two amendment proposals that the U.T
Sentencing Commission recently published in the Federal Register for public comment.
The first amendment proposal concerns identity theft and responds to a legislative
directive in the Identity Theft and Assumption Deterrence Act of 1998, Pub. L. 105-318.
The second proposal also responds to a legislative directive, in the Wireless Telephone
Protection Act, Pub. L. 105-172, and directs the Commission to provide an "appropriate”
penalty for offenses involving the cloning of wireless telephones.

We believe that stronger penalties are warranted for identity theft and the cloning of
wireless telephones. The incidence of both crimes is on the rise. The security of private
communications and commercial transactions over the Internet is undermined by
criminals who exploit this new technology to steal identities, social security numbers,
credit card numbers, and other individual means of identification. In addition, criminals
increasingly use cloned cell phones to conceal their identities and avoid detection when
conducting drug deals, illegal weapons sales, and other serious crimes. Provided below
are our morc detailed comments addressing each of the amendment proposals separately.

dentity The

Our consideration of the guideline amendment options on Identity Theft arc guidea by
two overnding concerns. First, because the length of sentences under the applicable fraud
guideline, USSG §2F1.1, is largely dependent upon the monetary loss amount, the
guideline does not adequately account for the significant non-monetary hanmns suffercd by
victims of identity theft, including loss of reputation, inconvenience, and destroyed credit
standing. Second, §2F1.1 fails to provide greater penalties for identity thieves who
produce, transfer, or unlawfully possess multiple means of identification. For instance,
an individual who illegally obtains 20 social security numbers matched to named
individuals, and then uses them to create false driver's liccnses, generally should be
punished more severely than someone who illegally possesses a single social security
number.

We think that Option 2 1n the Sentencing Commuission’s proposed amendments addresses
these concems 1n a sumple and direct manner. It provides a two-level increase, and &
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minimum offense lovel of either 10 or 12, if "the offense involves harm to an individual's

reputation or credit standing, inconvenience related to the correction of records or

restoration of an individual's reputation or credit standing, or similar difficulties.” Of the

two alternatives for minimum offense level, we favor 2 floor of 12 because it makes more .
likely that individuals convicted of identity theft will be sentenced to incarceration.

Additionally, we believe the Application Notes should make clear that even where the
stolen means of identification is used to defraud an institution or govcrnment agency, a
court should consider the non-monetary harm caused to the individual to whom the
means of identification rightfully belonged. For example, a court should impose a two-
level increase in "tax refund scams” where an identity thief files a false tax return using
the name and social security of another, in order to obtain a quick tax refimd. Although
the real owner of the social security number may not suffer any quantifiable financial
loss, he suffers significant harm nonetheless. When he files his own legitimate tax return
two months later, he will encounter, at the very least, significant inconvenience and
personal embarrassment in trying to sort the matter out with the appropriate tax authority.

Option 2 also provides a two-level increase if "the offense involved the productz: -
transfer of 6 or more identification documents, false identification documents, or means
of identification . . . ." We think this provision can be improved in two ways: First, by
including "unlawful possession” of 6 or morc identification documents as a condition
triggering the two-level increase; and second, by providing an additional increase,
cumulative to the two-level increase, for cases involving specified numbers of
identification documents or means of identification. For example, this latter enhancement
could provide an additional one-level increase for offenses involving more that 10 means
of identification or identification documents; two levels for more than 25; three levels for
more than 50; and four levels for more than 100. We believe that providing explicit
increases for multiple means of identification is preferable to the other alternative raised
by the Commission, i.c., encouraging courts to depart upward in such cases. Upward
departures are rare, even when encouraged by the Guidelines, and they may not lead to
equal treatment of like conduct among districts.

Addressing the identity theft amendment proposal in Option 1, we support its intent but
are concerned with its application. We fully support a two-level increase for offenses
involving "the use of any identifying information of an individual victim to obtain or
make any unauthorized identification mcans of that individual victim.” This provision is
aimed at punishing conduct in which a victim's identifying information is used to create
new documents in the individual's name, such as credit cards, but the victim renau..
unaware of the violation until well after his reputation or credit rating is destroyed. The
victim 18 more helpless to protect himself than the average victim of credit card fraud,
who generally can protect himself from personal financial Joss by closely scrutinizing his
monthly bill and notifying his financial institution of unauthorized purchases. This type
of fraud descrves greater pumishment.

[243]



However, whilc supporting its intent, we are concerned that Option 1, as drafted, may be
overly confusing in application. For instance, the new term "unauthorized identification
means” is defined as "any identifying information that has been obtained or made from
any other identifying information without the authorization of the individual victim
whose identifying information appcars on, or as a part of, that unauthorized identification
means." This definition is confusing, and we are concerned that courts may have
difficulty distinguishing the meaning of this new Guideline term (“unauthorized
identification means”) from the statutory term "means of identification."

That said, we would support an attempt to work this provision into Option 2 if it could be
simplified and clarified. Specifically, it could serve as an alternative basis for applying
Option 2's existing two-level increase for harm to an individual's reputation or credit
standing. In other words, we suggest that Option 2's two-level increase apply if the
offense involved either: (1) harm to an individual's reputation or credit standing, or
inconvenience related to the correction of records or restoration of reputation; or (2) the
use of an individual's identifying information to create new identification documents or
means of identification without the victim's knowledge or permission. We arc willing to
assist the Commission in determining whether this combination of Option 1 and 2 is
workable.

one Cloni

We have two principal concerns with the current guideline applicable to telephone .
cloning offenses (USSG §2F1.1). First, the guideline’s sentence enhancements are overly
weighted toward proof of actual financial loss, and therefore do not adequately account
for the fact that financial loss is often very difficult to determine in cases involving the
use or possession of cloned telephones and cloning equipment. Second, the guideline
does not provide sentcnce enhancements for the use or possession of cloning equipment
and other device making equipment.

This latter concern seems to have been shared by the Commission in earlier versions of
the Guidelines. Prior to November 1, 1993, Application Note 11 to §2F1.1 encouraged
courts to enhance the seatences for “the use or possession of device making equipment
.. . 1n 2 manner similar to the treatmment of analogous counterfeiting offenses under Part B
of this Chapter.” Counterfeiting offenses involving the possession of counterfeiting
devices or manufacturmg equipment receive a six-level sentence enhancement, to an
adjusted offcnse level of 15. USSG §2B5.1(b)X2). As of November 1, 1993, however,

~ Application Note 11 was amended to delete any reference to device making equipment.
Little or no explanation was given for this significant deletion.'! We think an important

"The anly written explanation for the amendment was the Commission’s accompanying statement
that 11t was “clanfymg Applicabon Note 11 and conformung the phraseology in this application swew « o
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principle was lost.

Of the two options, we feel that Option 2 more fully restores this principle and better
addresses our concerns generally. Option 2 provides a two-level enhancement for
offenses involving any “device-making equipment,” and broadens the statutory definition
of device-making equipment (found in 18 U.S.C. §1029(e)X6)) to include the cloning
hardware and software described in 18 U.S.C. §1029(a}(9). We favor the two-level
increase over the “presumptive loss amount” alternative because it will guarantee a set
increase in offense level across the full range of loss amounts.

Neither Option 1 nor Option 2, however, address our concern that the sentences provided
in §2F1.1 are too heavily contingent upon proof of actual financial loss, particularly in
regard to offenses involving the use and possession of cloned phones. We therefore urge
the Commission to adopt a specific offense characteristic that would assign an altemative
minimum loss amount not just for stolen or fraudulent credit cards, see §2B1.1 (minimum
loss amount of $100 per credit card), but for cloned phones and certain other access
devices (e.g., mobile phone identification numbers) as well.

The current $100 minimum loss amount for credit cards in §2B1.1 is, in our vicw, simply
inadequate. Based on the investigative records and experience of the U.S. Secret Service,
the average loss caused by fraudulent credit cards and cloned cellular telephones in most
cases exceeds $1,000. We therefore recommend that the Commission provide =
minimum loss amount of at least $1,000 per access device. Thus, in fraud cases where
the actual Joss is difficult to ascertain or is Jess than $1,000 per credit card or cloned
phone, courts would instcad assign a minimum loss amount of $1,000 per access device
when determining sentence enhancements under the monetary loss table in §2F1.1.

In addition, we encourage the Commission to provide for increased penalties when a
cloned wireless telephone is used in cormection with other criminal activity. In our view,
use of a cloned phone represents a degree of sophistication and additional planning (i.e.,
to conceal identity) that warrants greater punishment. Thus, we support a two-level
enhancement for this type of conduct in §2F1.1.

® - b J E

In conclusion, we strongly support changes to the fraud guideline that provide stronger
sentences for offenses involving identity theft and the cloning of wireless telephones.
Trecasury's law enforcement bureaus, in particular the United States Secret Service and
IRS Criminal Investigations, give high priority to these crimes and devote substantial

uscd elsewhere in the guidelines.” USSG App. C, Amendment 482.
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resources 1o their investigation and prosccution. Their efforts will be aided by changes to
the Sentencing Guidclincs that ensure appropriate penalties for these crimes. We hope
that our comments on the individual amendment proposals will aid the Commission in its
future deliberations.

cc: Bric Holder
Deputy Attorney General
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 Mnited States Senate s

WASHINGTON, DC 20510

~March 15, 2000

Judge Diana Murphy

Chair ~

United States Sentencing Commission
Thurgood Marshal Judiciary Building
One Columbus Circle, N.E.
Washington, D.C. 20002

Dear Judge Murphy:

I am writing concerning what may be a discrepancy under the U.S. Sentencing Guidelines
relating to the appropriate sentencing ranges for a charge of sex with a minor under 18 U.S.C. §
2423(b), as opposed to a charge of possession or transmission of sexually explicit images of
minors under 18 U.S.C. § 2252(a).

As I understand it, a defendant who travels across state lines to engage in sex with a
minor, aged 12 to 16, faces a 12-18 month sentence pursuant to U.S.S.G. 2A3.2, provided no
force is involved. Ifthe same defendant has an image of a minor, aged 12 to16, on his or her
computer, he or she faces a 15-21 month sentence under U.S.S.G. 2G2.4. Further, if the
defendant transmits, via computer, sexually explicit images of a minor, aged 12 to16, he or she
faces a sentence of 21-27 months under U.S.S.G. 2G2.2.

My office has been notified of cases in the Northeri‘District of New York where
defendants who plead guilty to crimes under these provisions received seemingly discordant
sentences. For example, a twenty-nine-year-old man who traveled from Indiana to New York to
engage in sexual acts with a 15-year-old girl was sentenced to 18 months imprisonment. One
year earlier, a twenty-four-year-old man who transported 46 computed images involving child
pornography to an undercover agent, including some images of prepubescent minors, was
sentenced to 41 months.

I recognize that these crimes are not identical, and that each raises somewhat different

concerns. Nevertheless, I would be grateful if you could provide me with the Commission’s
views on the apparent discrepancy between the sentences for these crimes.

CSincerely, :
Céarles E. Schumer ;

United States Senator





