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(4) An individual uses two SSN, one theirs and one another person's, to work and 
obtain Social Security benefits at the aame time . 

If the language of the proposed Guidelines is strained to include this esrcgious condo~ 
we would ask the Commission to aee Lha1 the conduct described above is captured in the, 
Guidelines that are ultimately adopted by the Commission. 

With respect to the issues you have asked to be addressed, we have the following 
comments. 

1. The proposed amendment in Option 1 provides a two-level enhancement in the fraud 
guideline for the possession of [ SJ or more unauthorized identification means. The 
enhancement, as proposed, applies regardless of whether the offense involves the 
possession of unauthorized identification means of one individual victim or more than 
one individual victim as long at least [5] unauthorized identification means were 
possessed. Should the Commission consider providing an additional part to the 
proposed enhancement that would increase sentences based on the number of 
individual victims involved in the offense? If so, on what number of individual 
victinu should the enhancement be based? The Commission also invites comment on 
whether it should provide an addition.al increase, cumulative to the 2-levcl increase 
already proposed in Option 1, for cases involving specified numbers of individlr:' 
victims or unauthorized identification means. For example. such an enhancement 
could provide an additional (4-levcl] enhancement if the offense involval man:: than 
[10-2SJ unauthorized identific&tion means and/or more than [5-25] individual victims. 
Alternatively, should the Commission provide an upward departure for cases 
involving a large number of unauthorized identification means and/or a large number 
of individual victims? 

Re.sponst - We believe that the Commission should consider providing an additional 
part to the propo,ed enhancement that would incn::asc scntc:ru:es based on the number 
of individual victims involved in the offense. We would suggest that there should be 
an additional 4-levcl enhancement if there arc more than 10 individual victims and/or 
more than 15 unauthorized identification means. These numbers would indicate an 
organized effon to commit identlty theft on the part of the dcfendant(s). 

2. The proposed amendment in Option 1 limits the enhancement for identity theft to the 
fraud guideline. Given the breadth of offense conduct covered by 18 U.S.C. Sec. 
1028, should the Commiu,on also proV1dc a similar SC'lltcncing increase (including, if 
appropriate, an en.banccme:nt that ncs otre.nse l~cl increa&es to specified numbers of 
identification means) for idc:ntlty theft conduct 1n [any or] all other economic crime 
guidelines (e.g .• Sec. 2Bl.J (Theft). Sec. 2S1.J (Laundering of Monetary 
lmtrumc:iits), Sec. 2Tl .4 (Tu fraud))? 

Responu- We reco'1UZC tha1 th~ 1s a '1"C&1 d1ver,11y m lhc t}'J>C' of cases that are 
prosecuted. Identity theft may be mvolvcd to varying degrees. Therefore, we agree 
that the Commiuion should provide a wnil&r ,cntencmg mcrusc for idaitity theft 
conduct m any or all other econonuc cmne gwdclmes. identity theft " an mtegral 
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part of many other types of crimes. In many of these cases. there may be an ancillary 
charge of identity theft in the indicbnent that is di.fflti •sed in a plea agreement. 
Allowing for similar sentencing increase could help ensure that the defendant 
receive& a sentence commensurate with the crime. 

3. Given the breadth of offense conduct covered by 18 U.S.C. Sec. 1028, as an 
alternative to amending Chapter Two, should the CMJmjssion amend Chapter Three 
of the Guidelines Manual. relating to general adjustments, to provide a new 
adjustment that would apply in every case that involves the unauthorized use of an 
identification means? If so. how should that adjustment be structured (e.g., should 
there be a table or tiered adjustment based on the number of unauthorized 
identification means involved in the offense)? Should the adjustment also include the 
unauthorized use of any identification document or the use of any false identification 
document? 

Responst - A general adjustment to Chapter Three of the Guidelines Manual may the 
1x:st way to proceed. We would defer to those with more experience on this issue. 
However, we believe that if a general adjustment to Chapter Three is provided for, 
there should be a table or tiered adjustment based on the number of unauthorized 
identification means involved in the offense. We believe that the individual 
circumstances of each case should be detenninative of the sentence received and that 
an across-the-board general adjustment could unfairly punish a defendant who had 
used a minimal nwnber of unauthorized identification means venus a defendant who 
had used many unauthorized identification means. As stated in the Identity Theft 
Report issued December 15, 1999 by the Economic Crimes Policy Team, United 

• 

States Sentencing Commission, we too are concerned about "the risk of treating nlt • 
manifestations of offense conduct along with identity theft continuum the same, from 
the most basic fonn of identity theft such as credit card theft to the most egregious 
forms involving identity assumption." 

4. As an alternative to a Chapter Three adjustment, should the Commission amend 
Chapter Five, Part K., of the Guidelines Manual. relating to departure~ to encourage a 
departure above the authorized guideline sentence in any case involving the 
unauthorized use of an identification means if the guideline range does not adequately 
reflect the seriousness of the off emc conduct? 

Response - W c are concerned about encouraging departures in sentencing guidelines 
.. if the guideline range does not adequately reflect the seriousness of the offense 
conduct." Our concern is based on the basis of the decision as to when the guideline 
range does not adequately reflect the serioumess of the offense conduct. If this were 
adopted, we would suggest that lhe reasons for the departure mU6t be clearly stated 
and that the amendment to Chapter 5 dearly state what is and is not acceptable e a 
bui, for a departure. 
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S. The Treasury Department has recommended that the Commission amend ib current 
minimum loss amount rule for stolen credit card offenses in Sec. 2Bl.1 (a minimum 
loss amount of SJ 00 per credit card) to include all access devices, and that the 
minimum 1011 amount be increased lo $1,000 per access device. Given that the 
Identity Theft and Assumption Deterrence Act of 1998 included access devices in the 
definition of "means of identification," the Commission invites comment on whether 
it should "°nsider amending that rule to include all access devices (such as debit 
cards, bank account numbers. electronic serial numbers, and mobile ic:hmlification 
numbers) and to place that am.ended rule in Sec. 2Fl .1. Such a rule would have the 
effect of subjecting an offense that involves an unauthorized identification mC8l!0 -· , 

is a credit card number to the ~e minimum loss amount as an offense that involves 
the stolen credit card itself. If the Commission should consider such an amendment, 
should the Commis&ion additionally amend the rule to increase the minimum loss 
amount pa access device, foT example [$500][$750][51000) per access device? 
(Such an amendment may need to be coordinated with efforts to revise the theft 
guideline in connection with offenses involving access devices and cellular phone 
cloning.) 

Response - Ba&ed on our reading of the documents provided, we 11re W1Surc of the 
effect of this proposal. We would point out that requiring a minimum loss per access 
device may adversely affect identity theft prosecutions. We have cases in which the 
defendant was found in possession of &everal individuals· means of identification 
where there had been no loss. 

6. Commission data indicate that a high portion of offenders involved in identity theft 
conduct have previoll!ly been convicted of similar offense conduct at either the state 
or federal level. Althouib Chapter Four addresses criminal history, the Commission 
has provided enhancements in ccnain Chapter Two guidelines for prior similar 
conduct (e.g., Sea. 2L2.l{b)(4) and 2L2.2(b)(2), which provide two- and four-level 
increases if"the defendant committed any pan of the instant offc:nsc after sustaining 
one or more conviction& for felony immigration and naturalization offenses"). Siw-.. ' 
the Commission provide an enhancement in the relevant Chapter Two guideline (Sec. 
2FI .1, if the Commission adopts a limited appro1&eh to identity theft) or guidelines 
(the economic crime guidelinca. if the Commission adopts a more expansive approach 
to identity theft) if the dcfend8111 had previously been convicted of conduct 1imilar to 
identity theft? If so, what is the appropriate number oflevels for the enhancement? 
Should such an enhancement require a minimwn offense level? 

Response- We agree th.a! the CommiHion should provide for an enhancement for the 
c:rimina1 hi51ory of the defendant for prior offenses involving identity theft conduct 
under either approach adopted. We would suggest that the appropriate number of 
level& for enhancement should he nered. For example, if the defendant has three or 
less prior coovictiom. the enhancement should be two level&. Four-seven prior 
convictions, the enhancement should be four lcveb. However, we have concerns that 
the prior convictions not be too remote to the current charge. Therefore, we would 



suggest that the prior convictions have occwred within 10 years of the current charge 
to be considered. 

We would agree that the enhancement should require a minimum offensive level. 

We will be happy to discuss these concerns in more detail and provide the Commission 
with additional information that they may need. 

Sincerely, 

Kathy A. BuJler 
Counsel to the Inspector General 
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a DEPARTMENT OF THE TREASURY 
WASHINGTON, D.C. 

'···--':!•2 .•. , 
UNDER SECRETARY 

The Honorable Diane E. Mmphy 
Chair, U.S. Sentencing Commission 
One Columbus Circle, NE 
Suite 2-SOO South 
Washington. D.C. 20002-8002 

Dear Judge Murphy: 

March 10, 2000 

I write to provide Treasury's comments on two amendment proposals that th"-:.:.: ; 
Sentencing Commission recently published in the Federal Register for public comment. 
The first amendment proposal conccms identity theft and responds to a legislative 
directive in the Identity Theft and Assumption Deterrence Act of 1998, Pub. L. 105-318. 
The second proposal also responds to a legislative directive. in the Wireless Telephone 
Protection Act, Pub. L. 105-172, and directs the Cnmmission to provide an "appropriate" 
penalty for offenses involving the cloning of wireless telephones. 

We believe that stronger penalties arc warranted for identity theft and the cloning of 
wireless telephones. The incidence of both crimes is on the rise. The security of private 
communications and commercial transactions over the Internet is undermined by 
criminals who exploit this new technology to steal identities, social security numbers, 
credit card numbers, and other individual means of identification. In addition, criminals 
increasingly use cloned cell phones to conceal their identities and avoid detection when 
conducting drug deals, illegal weapons sales, and other serious crimes. Prov~ded below 
are our more detailed comments addressing each of the amendment proposals separately. 

Identity Theft 

Our consideration of the guideline amendment options on Identity Theft arc guidca oy 
two overriding concerns. First, because the length of sentences wider the applicable fraud 
guideline, USSG §2Fl.l, is largely dependent upon the monetary loss amount. the 
guideline docs not adequately account for the significant non-monetary harms suffered by 
VJctims of identity theft, including loss of reputation, inconvenience. and destroyed crodit 
standing. Second, §2F 1.1 fails to provide greater penalties for identity thieves who 
produce. transfer, or unlawfully possess multiple means of identification. For instance, 
an individual who illegally obtains 20 social security numbers matched to named 
individuals, and then uses them to create false drivers licenses, generally should be 
punished more severely than sornoone who illegally possesses a single social security 
number. 

We th.uu: that Option 2 m the Sentencing Commission's proposed amendments addresses 
these concerns in a simple and direct manner. It provides a two-level increase, and a 



minimum offense level of either 10 or 12, if "the offense involves harm to an individual's 
reputation or credit standing, inconvenience related to the correction of records or 
restoration of an individual's reputation or credit mnding, or similar difficulties." Of the 
two alternatives for minimum offense level, we favor a floor of 12 because it makes more 
likely that individuals convicted of identity theft will be sentenced to incarceration. 

Additionally, we believe the Applicati011 Notes should make clear that even where the 
stolen means of identification is used to defraud an institution or government agency, a 
court should consider the non-monetary harm caused to the individual to whom the 
means of identification rightfully belonged. For example, a court should impose a two-
level increase in "tax refund scams" where an identity thief files a false tax return using 
the name and social security of another. in order to obtain a quick tax refund. Although 
the real owner of the social security number may not suffer any quantifiable financial 
loss. he suffers significaIJt harm nonetheless. When he files his own legitimate tax return 
two months later, he will encounter. at the very least, significant inconvenience and 
personal embarrassment in trying to sort the matter out with the appropriate tax authority. 

Option 2 also provides a two-level increase if "the offense involved the product:::-. · , 
transfer of 6 or more identification documents, false identification documents. or means 
of identification .... " We think this provision can be improved in two ways: First. by 
including "unlawful possession" of 6 or more identification documents as a condition 
triggering the two-level increase; and second, by providing an additional increase, 
cumulative to the two-level increase, for cases involvini specified numbers of 
identification documents or means ofidentification. For example. this latter enhancement 
could provide an additional one-level increase for offenses involving more that 10 means 
of identification or identification documents; two levels for more than 25; three levels for 
more: than 50; and four levels for more than 100. We believe that providing explicit 
increases for multiple means of identification is preferable to the other alternative raised 
by the Commission. i.e., encouraging courts to depart upward in such cases. Upward 
departures arc rare, even when encouraged by the Guidelines, and they may not lead to 
equal tn:atment of like conduct among districts. 

Addressin& the identity theft amendment proposal in Option 1, we support its intent but 
are concerned with its apphcation. We fully support a two-level increase for offenses 
involving "the use of any identifying information of an individual victim to obtain or 
make any unauthorized identification means of that individual victim." This provision is 
aimed at punishing conduct in which a victim's identifying information is used to create 
new documents in the individual's name. such as credit cards, but the victim ri:uw.u.... · 
unaware of the violation until well after his reputation or credit rating is destroyed. The 
victim is more helpless to protect himself than the average victim of credit card fraud, 
who generally can prott:ct himself from personal financial Joss by closely sCiminizing his 
monthly bill and notifying his financial institution of unauthorized purchases. This type 
of fraud deserves greater pu:111,hment. 
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However, while supporting its intent, we are concerned that Option 1, as drafted. may be 
overly confusing in application. For instance, the new term "unauthorized identification 
means" is defined as "any identifying information that has been obtained or made from 
any other identifying information without the authorization of the individual victim · 
whose identifying information appears on, or as a part of, that unauthorized identification 
means." This definition is confusing, and we arc concerned that courts may have 
difficulty distinguishing t.he meaning of this new Guideline tmn ("unauthorized 
identification means") from the statutoiy tcnn "means ofidcntification." 

That said, we would suppon an attempt to woi:k this provision into Option 2 if it could be 
simplified and clarified. Specifically. it could serve as an alternative basis for applying 
Option 2's existing two-level increase for harm to an individual's rcpu.tation or credit 
standing. 1n other words. we suigest that Option 2's two-level increase apply if the 
offense involved either: {1) harm to an individual's reputation or credit standing. or 
inconvenience related to the COJTCCtion of records or restoration of rqmfetion; or (2) the 
use of an individual's identifying infomiation to create new identification documents or 
means of identification without the victim's knowledge or pemrission. We arc willing to 
assist the Commission in determining whether this combination of Option 1 and 2 is 
workable. 

Telephone Cloning 

We have two principal concerns with the current guideline applicable to telephone ; 
cloning offenses (USSG §2Fl.l). First, the guideline's sentence enhancements arc overly 
weighted toward proof of actual financial loss, and therefore do not adequately account 
for the fact that financial loss is often very difficult to determine in cases involving the 
use or possession of cloned telephones and cloning equipment. Second, the guideline 
does not provide sentence enhancements for the use or possession of cloning equipment 
and other device malcing equipment. 

This latter concern seems to have been shared by the Commission in earlier versions of 
the Guidelines. Prior to November 1, 1993, Application Note 11 to §2Fl.l cncoUnlgod 
couns to enhance the sentences for "the use or possession of device making equipment 
... in a manner similar to the treatment of analogous counterfeiting offenses under Part B 
of this Chapter." Countcneiting offenses involving the possession of counterfeiting 
devices or mmufacturing equipment receive a six-level sentence enhancement, to an 
adjusted offense level of 15. USSG §2B5.l(b){2). As of November 1, 1993, however, 

· Application Note 11 was am01dcd to delete any rcfc:re:ncc to device making equipment. 
Little or no explanation was given for this significant deletion.' We think an important 

only wriuen aplmatioc for the arnmdman was the Commmion's accompanrui: stalcmellt 
that u was "cb:nfymg Appllc:.at>on No~ 11 md c0C1formm1: the phraseology in this application,-- __ . 
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principle was lost. 

Of the two options, we feel that Option 2 more fully restores this principle and better 
addresses our concems generally. Option 2 provides a two-level enhancement for • 
offenses involving any "device-making equipment." and broadens the statutory definition 
of device-making equipment (found in 18 U.S.C. §1029(eX6)) to include the cloning 
hardware and software described in 18 U.S.C. § 1029(aX9). We favor the two-level 
increase over the "'presumptive loss amount" alternative because it will guarantee a set 
increase in offense level across the full range of loss amounts. 

Neither Option 1 nor Option 2, however. address om concern that the sentences provided 
in §2Fl .1 are too heavily contingent upon proof of actual financial loss, particularly in 
regard to offenses involving the use and possession of cloned phones. We therefore urge 
the Commission to adopt a specific offense characteristic that would 8"ign an alternative 
minimwn loss amount not just for stolen or fraudulent credit cards, E §2Bl .1 (minimum 
loss amount of $100 per credit card), but for cloned phones and certain other access 
devices (e.g .• mobile phone identification numbers) as well. 

The current S 100 minimum loss amount for credit cards in §2B 1.1 is, in our view, simply 
inadequate. Based on the investigative rccon:b and experience of the U.S. Secret Stnicc, 
the average loss caused by fraudulent credit cards and cloned cellular telephones in most 
cases exceeds $1,000. We therefore recommend that the Commission provide 1a ; 

minimum loss amount of at least Sl,000 per access device. Thus, in fraud cases where 
the actual Joss is difficult to ascertain or is~ than $1,000 per credit card or cloned 
phone, courts would instead assign a minimum loss amount of $1,000 m 
when determining sentence enhancements under the monetary loss table in §2Fl .1 . 

In addition. we encourage the Commission to provide for increased penalties when a 
cloned wireless telephone is used in connection with other criminal activity. In our view, 
use of a cloned phone rcprcsmb a degree of sophistication and additional planning (i.e., 
to conceal identity) that warrants greater punishment. Thus, we support a two-level 
enhancement for this type of conduct in §2Fl .1. 

• • * • 

In conclusion. we strongly support changes to the fraud guideline that provide stronger 
sentences for offenses involving identity theft and the cloning of wireless telephones. 
T rcasury's law enforcement bureaus. in particular the United States SCCTCt Service and 
IRS Criminal Investigations, give high priority to these aimcs and devote substantial 

med c!Jewhere tn the gui&lines." USSG App. C, Arneodrne'lt 482. 
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resources to their investigation and prosecution. Their efforts will be aided by changes to 
the Sentencing Guidelines that ensure appropriate penalties for these crimes. We hope 
that our comments on the individual amendment proposals will aid the Commission in its 
future deliberations. 

Sincerely, 

cc: Eric Holder 
Deputy Attorney General 

s 
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...t.:U.ARLES E. SCHUMER 
NEW YORK 

COMMITTUS: 
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Judge Diana Murphy 
Chair 

WASHINGTON, DC 20510 

March 15, 2000 

United States Sentencing Commission 
Thurgood Marshal Judiciary Building 
One Columbus Circle, N.E. 
Washington, D.C. 20002 

Dear Judge Murphy: 

BANKING 

JUDICIARY 

RULES 

I am writing concerning what may be a discrepancy under the U.S. Sentencing Guidelines 
relating to the appropriate sentencing ranges for a charge of sex with a minor under 18 U.S.C. § 
2423(b ), as opposed to a charge of possession or transmission of sexually explicit images of 
minors under 18 U.S.C. § 2252(a). 

As I understand it, a defendant who travels across state lines to engage in sex with a 
minor, aged 12 to 16, faces a 12-18 month sentence pursuant to U.S.S.G. 2A3.2, provided no 
force is involved. If the same defendant has an image of a minor, aged 12 to 16, on his or her 
computer, he or she faces a 15-21 'month sentence under U.S.S.G. 2G2.4. Further, if the ' 
defendant transmits, via computer, sexually explicit images of a minor, aged 12 to 16, he or she 
faces a sentence of21-27 months under U.S.S.G. 2G2.2. 

My office has been notified of cases in the Northeni1Distric;t'of New y brk where 
defendants who plead guilty to crimes under these provisions received seemingly discordant 
sentences. For example, a twenty-nine-year-old man who traveled from Indiana to New York to 
engage in sexual acts with a 15-year-old girl was sentenced to 18 months imprisonment. One 
year earlier, a twenty-four-year-old man who transported 46 computed images involving child 
pornography to an undercover agent, including some images of prepubescent minors, was 
sentenced to 41 months. 

I recognize that these crimes are not identical, and that each raises somewhat different 
concerns. Nevertheless, I would be grateful if you could provide·me with the Commission_'s 
views on the apparent discrepancy between the sentences for these crimes. 

CSincerely, 

~mer 
United States Senator 




