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| ntroduction

The Federa Bureau of Investigation welcomes the efforts by the United States Sentencing
Commission to promulgate and assign appropriate Sentencing Guidelines for terrorism offenses. |
am going to leave any detailed discussion of specific Guidelines to the written comments that the
Department intends to submit. 1n my testimony today, | would like to briefly address several
specific areas of importance to the Bureau. | hope to provide you with apractical, law
enforcement perspective on the need for effective guidelines that will deter and appropriately
punish terrorism offenses, together with some examples of real world cases investigated by the
FBI.

Threats and Hoaxes

Let me begin with threats and hoaxes. Threats to commit terrorist acts and hoaxes falsely
reporting terrorist acts are serious offenses and should be penalized accordingly. Terrorist threats
frequently involve athreat of death or serious physical injury to many people. They can cause
great psychological harm and trigger significant disruption. And investigative agencieslike the
FBI are keenly aware of the need to evaluate and respond to such threats so asto prevent the
threatened conduct from occurring. The drain on our resources can be significant.

Similarly, hoaxes and fal se reporting of terrorist acts can cause great psychological harm
and significant disruption. Aswas done before September 11, both victims and law enforcement

agencies must take such reports serioudly until they are disproved. Moreover, the FBI and other



law enforcement agencies need to devote their resources to investigating real threats to the United
States and its citizens. Terrorist hoaxes undermine our ability to do so.

Let metell you about an actual threat case. A disgruntled employee threatened to blow up
an oil refinery unless he was paid a significant amount of money. The employee threatened to
place the explosives at a vulnerable place in the refinery, and talked about the possibility of mass
casualties from the explosion, as well as monetary lossto the refinery. The FBI was aerted, and
eventually discovered alarge cache of weapons and ammunition, together with technical
documents on the structure of explosive devices. Clearly, thistype of case warrants substantial
punishment. But even if we had not discovered the weapons and documents, athreat of thistype
has to be taken serioudly by the object of the threat and by the FBI and warrants appropriate
punishment. Resources used to verify the threat as credible or non-credible are the same.

New Offensesfor Unlawful Possession of Biological Agents

Asyou know, the USA Patriot Act created two new felonies relating to biologica agents.
Firgt, the Act made it a crime to possess a biological agent of atype or in aquantity that is not
reasonably justified by a peaceful purpose. Second, the Act made it a crime for people like felons
and fugitives to possess or ship "select agents," which are extremely dangerous substances like
anthrax or botulinum toxins.

From our perspective, these felonies are serious crimes and warrant appropriate penalties.
The entire country has experienced what can happen when select agents such as anthrax fall into
the wrong hands. Any future attacks involving such agents could be far more virulent and deadly
than the anthrax attacks that panicked the nation last fall. Thus, it isimperative that select agents
be possessed only by those people who lawfully have the right to possess them.

Similarly, the FBI takes very serioudly the possession of biological agents or toxins that is
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